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THE NEXT BIG ELECTION CHALLENGE

F O R E W O R D

July 2005

On behalf of the IBM Center for The Business of Government, we are pleased to present this report, “The 
Next Big Election Challenge: Developing Electronic Data Transaction Standards for Election Administration,” 
by R. Michael Alvarez and Thad Hall. 

This new report continues the Center’s interest in meeting the challenge of bringing the nation’s election 
administration systems into the 21st century and taking advantage of the rapid advances in technology  
over the past decade. In 2002, the Center published “Internet Voting: Bringing Elections to the Desktop”  
by Robert S. Done. In that report, Professor Done addressed the challenges facing the nation in moving 
toward electronic voting via the Internet. 

In this report, Professors Alvarez and Hall discuss the challenge of moving toward the implementation of  
a set of electronic transaction standards (ETS) for election administration across the nation. According to the 
authors of the report, such a standard would allow election management systems to communicate seam-
lessly and share data to create “a more accurate, cost-effective, and accessible election process and voting 
experience.” Such a standard would enable state and local governments to adopt a modular approach to 
better integrate election management and voting products, make possible the development of truly inte-
grated voter registration systems, and enhance the ability to conduct consistent and effective post-election 
audits of elections. 

The report highlights an expanded role for the new federal Election Assistance Commission, created by the 
Help America Vote Act (HAVA), to facilitate the implementation of new electronic transaction standards 
across the nation. The authors also call upon Congress to strongly encourage states and localities to adopt 
such new standards.

We trust that this report will be highly informative and useful to election officials across the United States as 
they face the challenge of improving our election administration systems to meet the needs of 21st century 
government. 

Albert Morales Frank Marzolini 
Managing Partner Executive, IBM National Election  
IBM Center for The Business of Government Modernization Practice  
albert.morales@us.ibm.com marzolin@us.ibm.com
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The world of electronic technology—from e-mail to 
the Internet—works because of the existence of basic 
standards of data exchange. In many areas of com-
merce and government there exist electronic transac-
tion standards (ETS) that facilitate electronic data 
interchange (EDI). An EDI provides a defined format 
for the exchange of data for every specific transaction 
in question. These standards allow for a marketplace 
full of different products and services that give end 
users the ability to communicate with other users who 
also purchase software with the same EDI.

Having an ETS for public elections would improve all 
aspects of election management. An ETS would allow 
election management systems to communicate seam-
lessly and share data to create a more accurate, cost-
effective, and accessible election process and voting 
experience. The lack of such standards has several 
ramifications. First, it is difficult for a local election 
official to integrate election management and voting 
products acquired from different vendors into a single 
unit, making any sort of “plug and play” or modular 
approach impossible for election systems. Second, the 
lack of standards affects the ability of states to develop 
truly integrated voter registration systems. A complete 
voter registration system needs to be able to pull data 
from agencies across state government and to share 
data across states. Third, the lack of an ETS limits the 
production of consistent and effective post-election 
audits of elections.

In three case studies, we examine the problems asso-
ciated with the lack of an ETS in three policy areas: 
voter registration, innovation and election administra-
tion, and election data and election results. We also 
examine several ongoing efforts to create uniform 
standards for exchanging election data. The first  
is being conducted under the auspices of the 
Organization for the Advancement of Structured 

Information Standards (OASIS) and uses an interopera-
ble Election Markup Language that would facilitate 
data exchange. The second is being developed by the 
Institute of Electrical and Electronics Engineers (IEEE). 
Both of these standards-setting activities are open,  
collaborative efforts that bring together experts from 
around the world to develop new standards. Regardless 
of whether either of these two protocols is adopted (or 
a new protocol is developed and adopted), the move 
to an ETS will streamline election data transfer. An ETS 
can encourage innovation in election management by 
increasing competition and lowering barriers to entry 
and also can facilitate local and state election officials 
who want to add new services to expand the franchise 
to traditionally disenfranchised populations.

A federal approach to comprehensive standards for 
electronic data transmission can be facilitated by the 
Election Assistance Commission in the following ways: 
(1) working with IEEE, OASIS, the National Institute of 
Standards and Technology, and others to develop a 
standard ETS for election data; (2) including a require-
ment for voting systems to have a common electronic-
data-exchange component in the revised voting 
system standards; (3) including a similar requirement 
in the guidance given to states regarding what makes 
a statewide voter registration system compliant with 
the Help America Vote Act (HAVA); and (4) develop-
ing a process to encourage states to share voter regis-
tration data to improve the maintenance of voter 
registration rolls. Additionally, the U.S. Congress 
should consider requiring all states and localities to 
adopt all federal voting system standards, and making 
future voting systems standards binding. Finally, the 
U.S. Congress should strongly encourage all states and 
localities to adopt these new standards and empower 
the Election Assistance Commission to issue regula-
tions for voting system standards and standards for 
voter registration systems.

THE NEXT BIG ELECTION CHALLENGE
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Today few of us think twice about sending an e-mail 
across the country or around the world. We rou-
tinely open a web browser to see the headlines of 
newspapers from far-flung locations, to shop across 
the nation, and to see the pictures of a newborn 
family member whose parents live thousands of 
miles from us. We use electronic technologies with-
out thinking twice about them (except when they 
don’t work). Nor do we think about how it is possi-
ble to use a Macintosh PowerBook or an IBM 
ThinkPad to access a Dell e-mail server (running 
Linux or Microsoft Windows), which itself commu-
nicates with e-mail and web servers throughout the 
world using a multiplicity of different computer 
hardware and software applications.

What makes all of these electronic transactions 
work are basic standards of data exchange. What 
allows all of these different computer hardware plat-
forms, running different operating systems and 
sometimes proprietary software applications, to 
communicate together are fundamental protocols 
like TCP/IP (Transmission Control Protocol/Internet 
Protocol) and HTTP (Hypertext Transfer Protocol). 
These two protocols are fundamental building 
blocks for the development of the transfer of data 
over the Internet (TCP/IP) and the World Wide Web 
(HTTP). These basic standards and protocols—and 
many others like them—allow information to be 
passed from one computer system to another 
quickly, efficiently, and with very little error. They let 
people communicate electronically, allow for e-
commerce, and provide the means for many govern-
mental activities, allowing citizens to communicate 
with their elected officials quickly and effectively, 
enabling the electronic filing of tax returns, and 
even allowing the Armed Forces to communicate 
through highly secure channels.

This report is about the need for similar electronic 
transaction standards (ETS) in the realm of public 
elections. All aspects of election management— 
from managing voter registration to preparing bal-
lots, managing precinct information, and counting 
and auditing election data—are moving toward 
complete automation. As this transition occurs, stan-
dards are necessary to ensure election data outputs 
are uniform, so that election management systems 
can communicate with each other seamlessly and 
various election management and voting technologies 
can interface automatically. This seamless communi-
cation also will allow election officials to share 
data—such as voter registration information—that 
will help produce a more accurate, cost-effective, 
and accessible election process and voting experi-
ence. In Appendix II, we explore the benefits that 
came to the healthcare industry when ETS protocols 
were required. This report shows how ETS protocols 
will improve voting and elections.

We wish to note at the outset that this report and 
the issue of ETS are distinct from the current contro-
versy in electronic voting surrounding voter verifica-
tion and voter-verified paper audit trails. ETS in 
election management is intended to allow election 
officials to exchange data, like voter registration 
files, and to allow different voting management sys-
tems developed by different vendors to communi-
cate seamlessly. It also allows election data from 
different states or localities to be aggregated easily 
as well, which facilitates the reporting of and evalu-
ation of election results. However, because ETS will 
facilitate the development of “plug and play” soft-
ware—software solutions that can easily interface 
with any other software using the same data 
exchange standard—an ETS in elections could stim-
ulate further the development of voter-verification 

Introduction and Overview
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ANSI: As the American National Standards Institute 
describes itself, ANSI is a private, nonprofit organization—
501(c)3—that administers and coordinates the U.S.  
voluntary standardization and conformity assessment  
system. It is the official U.S. representative to the 
International Accreditation Forum (IAF) and the 
International Organization for Standardization (ISO).  

DRE: Direct Recording Electronic voting machine, 
which is sometimes referred to as a touch-screen voting 
machine, allows a voter to vote without using a paper 
ballot. The voter’s choices are recorded directly into the 
memory of the voting machine’s computer system.

EAC: The Election Assistance Commission was created  
by HAVA. It is the federal entity that is now in charge of 
promoting election reform, distributing federal funds to 
states, and developing new standards in elections.

EDI: Electronic data interchange is the exchange of data 
using ETS.

EML: OASIS defines Election Markup Language as a  
standard for the structured interchange of data among 
hardware, software, and service providers who engage  
in any aspect of providing election or voter services to 
public or private organizations. 

ETS: Electronic transaction standards are a common pro-
tocol for exchanging data. The protocol includes common 
standards for how data will be formatted and for how it 
will be exchanged across electronic platforms.

HAVA: The Help America Vote Act is federal legislation 
enacted in 2002 in response to the problems that 
occurred in Florida in 2000. HAVA created the Election 
Assistance Commission, required the development of  
a state plan for election reform, and provided federal 
funding to states to support these reforms. 

HIPAA: The Health Insurance Portability and Accountability 
Act is a broad healthcare reform package passed by 
Congress in 1996.

HTTP: HyperText Transfer Protocol is the protocol used 
on the World Wide Web to define how messages are for-
matted and transmitted, and the actions web servers and 
browsers should take in response to various commands.

IEEE: The Institute of Electrical and Electronics Engineers  
is an international NGO that develops standards for  
electronic and electrical domains, including computer 
hardware and software. 

LEO: Local Election Officials are the individuals or board 
who implement elections at the county or city level. 

NGO: Non-governmental organization is a more general 
term for nonprofit and charitable organizations. Political 
parties and election-related interest groups are considered 
NGOs. 

NIST: The National Institute of Standards and Technology 
is the federal agency charged with developing standards 
and measures for everything from what it exactly means 
for something to weigh “one pound” to the development 
of usability standards that define when a product is most 
easily used by specific populations.

OASIS: The Organization for the Advancement of 
Structured Information Standards, better known as OASIS, 
is a nonprofit, international consortium of suppliers and 
users of products and services that support open struc-
tured information standards (both de jure and de facto).  
It provides members with an open forum to discuss market 
needs and directions, and to recommend guidelines for 
product interoperability. This work complements that of 
standards bodies, focusing on making structured informa-
tion standards easy to adopt and standards-based products 
practical to use, in real-world, open system applications.

SEO: State Election Officials are the individuals or board 
who implement elections at the state level. 

SERVE: The Secure Electronic Registration and Voting 
Experiment was intended to allow eligible UOCAVA  
voters to register and cast votes using the Internet in the 
2004 elections. The system was not deployed.

TCP/IP: Transmission Control Protocol/Internet Protocol 
is a communications protocol that was developed to con-
nect dissimilar systems through a Unix standard. TCP/IP is 
a routable protocol, because the header prefixed to an IP 
packet contains not only source and destination addresses 
of the hosts, but also source and destination addresses of 
the networks they reside in. Data transmitted using TCP/IP 
can be sent to multiple networks within an organization 
or around the globe via the Internet, the world’s largest 
TCP/IP network. (source: http://computing-dictionary. 
thefreedictionary.com/TCP/IP)

UOCAVA: The Uniformed and Overseas Civilian Absentee 
Voting Act encourages special voting assistance to military 
personnel, their dependents, and citizens living overseas.  

VSS: Voting system standards are documented agreements 
containing technical specifications to be used consistently 
as guidelines to ensure that automated voting systems (both 
those that use a paper ballot and all electronic systems) 
are accurate, reliable, and secure.

XML: Extensible Markup Language is a flexible way to 
create standard information formats and share both the 
format and the data on the World Wide Web.

Acronyms and Abbreviations
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systems that offer solutions to the voter-verification 
problem, both procedural and technical.1

Historically, American elections have been a highly 
decentralized affair. For much of the nation’s early his-
tory, government officials did not even provide voters 
with ballots. It was the parties, not the election offi-
cials, who printed ballots and did a wide range of the 
election activities we now attribute to elected or 
appointed local election officials.2 As states moved to 
the Australian ballot—which listed candidates from 
both parties on a single ballot—election officials 
gained more control over the elections process. Today, 
with elections becoming more mechanized and com-
puterized, this area of government has become more 
complex. The introduction of lever machines, which 
require maintenance and upkeep, and punch cards, 
which brought computer technology to elections man-
agement, greatly changed the landscape of elections 
and set the stage for the current world of electronic 
election management systems. 

Over the past three decades, election management 
has been a part of the transition that governmental 
units have taken toward e-government. This transition 
began in the 1960s, when election officials started 
using electronic vote tabulation equipment. Given 
the massive media coverage that occurred in 2004 
surrounding the use of direct recording electronic 
(DRE) voting equipment in the election and its possi-
ble pitfalls, it would not be unreasonable for some-
one to think that DREs were the primary component 
of computer technology in election management. As 
we will show, nothing could be further from reality.

Today, in most election jurisdictions, much if not all 
of the election process is being done using e-govern-
ment solutions. This e-government solution typically 
begins with a system that contains all candidate and 
precinct information. The information provides a 
basis for using computers for ballot design, voter reg-
istration data management, precinct and early vote 
casting, vote tabulation, data reporting, and elec-
tronic auditing. The reason for using e-government in 
elections is simple: It allows local election officials to 
better manage the elections process and elections 
information. It also allows election results to be 
reported faster than before, something that candi-
dates, the media, and the public demand in the cur-
rent instant news environment.

But election administration is a niche market in the e-
government arena. So as state and local election offi-
cials have moved into the electronic realm, they have 
been forced to select systems in a marketplace domi-
nated by a relatively small number of vendors of pro-
prietary systems; in some cases, they have developed 
their own applications for components of the election 
administration process. Many private vendors sell sys-
tems that require much, and sometimes all, election 
administration processes to be served exclusively with 
their proprietary system. One exception is in the case 
of voter registration applications, which are often 
today managed with one system while all other elec-
tion management processes—from ballot design to 
reporting election outcomes—are managed solely 
through a second system. 

The use of solely proprietary e-government solutions 
in elections has created a systematic problem in e-
government: There is not a common standard or set 
of standards for sharing election data across these 
proprietary systems. The problems associated with 
this lack of electronic data exchange standards mani-
fest themselves in several ways. 

First, it makes it difficult for a local election official 
to integrate various election management and voting 
products acquired from different vendors into a sin-
gle unit. For example, an election official would be 
hard-pressed today to get one vendor’s ballot design 
product to work with a different vendor’s electronic 
voting equipment, or to get one vendor’s electronic 
voting equipment to work with a different vendor’s 
tabulation product. The local official would literally 
have to get computer programmers from both com-
panies to work together to build a new integration 
tool that would allow one company’s product to 
“talk” to the other, a costly and difficult process.  
The lack of a data exchange standard makes virtually 
impossible any sort of plug and play or modular 
approach for the development of election administra-
tion electronic solutions. 

Second, the lack of standards affects the ability of 
states to develop truly integrated voter registration 
systems. The Help America Vote Act (HAVA) requires 
states to develop electronic statewide voter registra-
tion databases. Therefore, states are now integrating 
voter registration data from local election officials 
(typically counties) into these new databases, a pro-
cess that is raising the issue of inconsistent data for-
mats for this particular component of election 
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administration. Also, the statewide voter registration 
files, once complete, must integrate with other data-
bases, most importantly state department of motor 
vehicles files, federal Social Security Administration 
databases, as well as existing election administration 
databases in each state and county. Some election 
officials have even talked about setting up mecha-
nisms so that states can share election administra-
tion data, for example, so that they can check the 
authenticity of newly registered voters and verify 
that they are not currently registered to vote in 
another state.

Third, the lack of election data transfer standards 
hinders the capabilities of election administrators 
and others to produce consistent and effective post-
election audits of election practices and procedures. 
Currently, the quality and consistency of information 
reported by election administrators is highly vari-
able; it can be exceedingly difficult for third parties 
interested in auditing election practices and proce-
dures to obtain even rudimentary data from many 
state and local election officials.3 By developing a 
standard format for data exchange, election admin-
istrators will be able to provide easily and efficiently 
a consistent reporting of election administration 
information that can be used to appropriately audit 
election practices and procedures.

The need for comprehensive standards for electronic 
data transmission calls for federal action. The solu-
tion to this problem is for the Election Assistance 
Commission (EAC) to:

• Work with the Institute of Electrical and 
Electronics Engineers (IEEE), the National Institute 
of Standards and Technology (NIST), the 
Organization for the Advancement of Structured 
Information Standards (OASIS), and others to 
develop a common ETS for election data. 

• Include a requirement for voting systems to 
have a common electronic data exchange com-
ponent in the revised voting system standards.

• Include a similar requirement in the guidance 
given to states regarding what makes a state-
wide voter registration system compliant with 
the Help America Vote Act (HAVA). 

• Develop a process to encourage states to share 
voter registration data to improve the mainte-
nance of voter registration rolls.

Additionally, we recommend that the U.S. Congress 
consider requiring all states and localities to adopt 
all federal voting system standards and make future 
voting systems standards binding (not voluntary). 
States and localities also need to be encouraged to 
exchange data to improve the quality of the voting 
experience. When ETS protocols are included in all 
e-voting systems, states can use the system to 
improve the quality of their voter registration lists, 
and local governments can use the technology to 
innovate and improve their overall service to voters. 
Finally, the U.S. Congress should strongly encourage 
all states and localities to adopt these new standards 
and empower the EAC to issue regulations for voting 
system standards and standards for voter registration 
systems.

Standardization creates the potential for a future elec-
tion model where this interoperability allows election 
officials to offer a wide array of services to voters, as 
well as improve election management across jurisdic-
tions. Consider the following examples:

• Local election officials could share or borrow 
voting equipment from others with confidence 
that the data exchange from their ballot defini-
tion software and vote tabulation software 
would be compatible with the data exchange  
in the voting equipment. 

• It would allow for registration data to be more 
easily exchanged and compared between a state 
and its localities, and among states.

• It would let election officials consider the acqui-
sition of more modular election administration 
technologies; they would not necessarily be 
required to purchase a single, end-to-end elec-
tion administration solution. 

• As states move to attempt to add other elec-
tronic voting experiences, such as Internet vot-
ing for Uniformed and Overseas Civilian 
Absentee Voting Act (UOCAVA) voters, these 
new technologies would be able to use a com-
mon data exchange protocol to integrate with 
the existing system.
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The creation of standard, interoperable data exchange 
protocols can also encourage innovation in election 
management by increasing competition and lowering 
barriers to entry for firms interested in providing com-
ponent or modular services rather than complete 
end-to-end election management systems. It can also 
facilitate local and state election officials who want to 
add new services—such as experimentation with 
Internet voting for military personnel and overseas 
civilians—that can expand the franchise to tradition-
ally disenfranchised populations. 

Standardization often occurs because of political, 
economic, or social demands. In the case of elec-
tions, HAVA and changing socio-demographic 
trends in the United States are driving the need  
for standard protocols in election management sys-
tems. The move to standards for data exchange in  
e-government is very similar to shifts in other policy 
areas. For example, the creation of standard proto-
cols in the area of health insurance and healthcare 
was driven by a legislative requirement contained in 
the Health Insurance Portability and Accountability 
Act (HIPAA); this case is closely analogous to what 
could occur in election administration. In HIPAA, 
federal legislation pushed the affected industries to 
get together and create a standard protocol that 
addressed federal requirements. 

This report begins with an examination of standards 
in the e-government context, and then considers 
how the lack of standard integration protocols in the 
election arena impedes both innovation in this field 
and effective communications among the various 
entities involved in election administration. Using 
three cases—statewide voter registration systems, 
the Secure Electronic Registration and Voting 
Experiment (SERVE) Internet voting project, and 
election data results and reporting—we highlight the 
difficulties caused by the lack of effective data trans-
fer protocols in this field. We conclude by examin-
ing how the future of elections could look with a 
standard data exchange protocol in place. The 
report also contains an appendix (see Appendix II), 
where we illustrate how ETS standards in healthcare 
are analogous to what is currently occurring in  
e-voting and the benefits that can accrue from  
such standards.
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Standards in the  
E-Government Context

Over the last decade, there has been a marked 
increase in research in the study of e-government.4 
This research has examined an array of issues, 
from examinations of citizens’ usage and attitudes 
toward e-government to barriers in the adoption of 
e-government. In general, the focus of this research 
has been on the issues associated with moving to 
e-government in various jurisdictions or policy areas 
and citizen use and approval of this technological 
change. Interestingly, there have been few studies of 
e-government in the area of election administration, 
even though state and local governments have been 
using e-government technologies since the 1960s.5 

Equally as important, little attention has been 
paid to the role played by governmental and non-
governmental organizations (NGOs) such as the 
IEEE and OASIS in the establishment of standards 
and protocols needed to create uniformity across 
e-government. We generally take e-government 
standards for granted; we assume that the e-mail 
recipient can read it and that an Internet connection 
in Washington, D.C., and Salt Lake City, Utah, are 
the same as the Internet connection in Pasadena, 
California. Likewise, when we purchase a computer, 
we assume that—within certain well-understood 
limits—we can add software and hardware periph-
erals to the computer, and they will work. In fact, 
most computers today work on a plug and play 
model, where a vast range of items work simply  
by being plugged into the computer.

We can see the importance of standards when we 
consider the impact of incompatibility on efficiency 
and effectiveness. Computers have the capacity to 
allow organizations to collect and organize vast 
amounts of information. However, if two organiza-
tions have software systems that are not compat-

ible, then the data in one system cannot be easily 
transferred to or compared with the data in another 
(see Figure 1). Such problems can be common, 
especially in proprietary systems. There are many 
examples of how such incompatibility problems 
have affected the management of public programs.6 
Typically, one organization has data that a second 
organization needs, and without a standard data 
transfer protocol, the only way to share data is to 
have the data manually re-entered. Too often, the 
alternative is to not share data at all, resulting in lost 
productivity and reduced management capacity. 

What is required to make this process work 
smoothly is to have a system that allows for the 
standard interchange of data between computers 
without any human intervention. Electronic transac-
tion standards that facilitate electronic data inter-
change (EDI) are required to achieve this goal. An 
EDI provides a defined format for the exchange of 
data for every specific transaction in question. These 
standards allow for software developers to offer end 
users an array of different products and services, but 
with end users knowing that the system they pur-
chase will be able to communicate with others who 
also purchase software with the same EDI. 

In the area of election administration, voluntary 
standards do exist, with their most important appli-
cation to date in the area of voting systems. The 
current voting systems standards (VSS) were adopted 
by the Federal Election Commission (FEC) in 2002, 
the first revision of these standards since their initial 
release in 1990. These standards ensure that voting 
systems—which include not only the voting technol-
ogy used in polling places but also the tabulation 
software used to count ballots and the software 
used to generate ballots—meet a minimum stan-
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dard. Importantly for our discussion, there are no 
standards related to electronic data exchange. The 
standards are open to being updated with improved 
technical support. Under HAVA, the development of 
future standards for voting technologies is to be con-
ducted by the new Election Assistance Commission 
in conjunction with the National Institute of 
Standards and Technology (NIST).7 

The role of government in the development of elec-
tronic transaction standards, or ETS, and the ben-
efits of such a system can be seen in the healthcare 
arena, a complex field involving government-to-
business interaction. The implementation of federal 
health policy requires the coordination of federal 
actors, corporate and not-for-profit healthcare orga-
nizations, and information technology solution 
providers. Without standards, the process of com-
municating insurance claims or patient health infor-
mation between the federal government and health 
providers—or among health providers—was unnec-
essarily complex, requiring people to convert data 
from format to format as it went through the system. 
To bring order to this process, the federal govern-
ment mandated the development of a standard 
protocol for all healthcare-related transactions. With 
a standard protocol, the communications problem 
that existed in data transmission was eliminated and 
greater efficiencies were created. In Appendix I, we 
present a fuller exposition of this case to illustrate 
how ETS can be developed through government-
business partnership.

Figure 1: Communications with and without Standards

Communications 
with Standards

Communications 
without Standards

Communications 
with Standards

Communications 
without Standards
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The Election Context

Elections in the United States have traditionally 
been run by local governments under a governance 
system largely embodied by state law. There is not 
a single set of election procedures and processes in 
the United States; there are not even 50 sets, or one 
set per state. Instead, there are several thousands 
of different ways of running elections in the United 
States, since local election officials, including both 
county and city election administrators, maintained 
their own unique methods of election administra-
tion before the 2000 election debacle. The rationale 
behind this decentralization of election administra-
tion is partly constitutional. Article I of the U.S. 
Constitution allows for a federal role in congres-
sional elections, but typically the federal govern-
ment has sought to delegate election procedures 
for federal offices to the states. Therefore, election 
governance regimes vary broadly across states, and 
often within states. At the state level, the laws gov-
ern every aspect of voting:

• Who can vote. For example, in some states, citi-
zens convicted of felony violations can never 
cast a vote again without going through a rights 
re-establishment process.

• When people vote. Some states allow voting 
only on Election Day, but others also allow 
“early voting.”

• Where people vote. For example, in Oregon, there 
is no voting at designated polling places; everyone 
votes through an absentee voting process.

• How people vote. Some states, like Georgia, 
have a single voting system for the entire state, 
while others, like California, defer such deci-
sions to the county level. 

There are similar variations across counties. 
Counties often have substantial leeway in the man-
ner in which they implement election law, and they 
historically have been empowered to determine the 
election management systems that will be used in 
the county—from voter registration to voting equip-
ment to ballot design and management software. 
With this control at the county level, in a given 
state, no two counties may use exactly the same vot-
ing equipment, even if two counties have purchased 
the same type of system from a vendor. Counties 
often customize these systems so that—even though 
the systems are produced by the same vendor—they 
produce output that is not compatible. 

The federal government has periodically sought to 
provide some uniformity in election administration. 
For example, the Voting Rights Act created more 
uniform protection of voting rights, and the National 
Voter Registration Act sought to promote more con-
sistent voter registration procedures across the states. 
However, until the 2000 presidential election and 
the passage of HAVA in that election’s aftermath, 
administration of election procedures was largely  
a matter of county or sub-county administration.

In the area of election administration, the develop-
ment of standards has been a slow and somewhat 
controversial process. The first election standards—
known as the voting system standards, or VSS— 
were promulgated in 1990, after NIST completed  
a feasibility study in this area. The standards were 
then updated in April 2002, but it is widely recog-
nized that the standards have not remained up  
to date. As the FEC, which promulgated the 2002  
standards, notes: 
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Standards are not permanent. They must 
evolve alongside technological advance-
ments. Indeed, it is common practice to 
review and update technical standards 
every five years or so. The voting system 
standards, issued in 1990, are no exception 
to this rule. Vendors are now using new 
technology and expanding system functions 
that are not sufficiently covered by the exist-
ing standards.8

For example, there are no standards governing 
Internet voting, even though there have been sev-
eral trials of Internet voting in the United States. The 
standards in elections, moreover, have been exacer-
bated by the decentralized governance structure in 
the area of voting technology and election admin-
istration. Moreover, the voting system standards 
are voluntary, not mandatory. All states have not 
adopted the 1990 or 2002 voting system standards, 
and there is no requirement that states be mandated 
to adopt them.

What has been the impact of this lack of standards? 
It has exacerbated many of the recent trials our 
nation has weathered in election administration. 
The 2000 presidential election created pressure to 
overcome the problems that exist in the decentral-
ized nature of American election administration. 
The Florida election process in 2000 illustrated that 
there were substantial differences across counties 
in how administrative procedures were handled; 
in part, this was the rationale used by the Supreme 
Court in the Bush v. Gore decision that stopped the 
Florida recount in December 2000. In response 
to these problems, the federal government acted 
in 2002 and passed HAVA. This legislation pro-
vided for a slightly stronger federal role in election 
administration, mainly by establishing a new federal 
entity—the Election Assistance Commission—and 
by mandating that states work to develop statewide 
voter registration databases and eliminate inferior 
voting technologies. 

Players in the Election Administration and Standards Process

As election reform has occurred over the past several decades, the players in election administration have 
evolved. This evolution has continued with the development of voting system standards and related elec-
tronic data transmission standards.

The frontline operators in elections are local election officials (LEOs). LEOs are responsible for running elections: 
They hire the poll workers, select poll sites, generate ballots, maintain and use voter registration rolls, and count 
and audit ballots. Historically, LEOs have been responsible for the selection of election administration and voting 
technologies, including voting systems, voter registration systems, and election management software systems.

At the state level, state election officials (SEOs) play a key role in election administration, especially since 
the passage of the Help America Vote Act. Typically, the state election powers are in the hands of the secre-
tary of state, but in some states the lieutenant governor or a state election board holds these powers. Under 
HAVA, the SEO is responsible for the development of a state election plan, as well as for maintenance of 
the state’s voter registration system. In many states, such as Georgia and Maryland, the state has exercised 
control over the selection of the voting technology that will be used in the state. 

Before the passage of HAVA, the Federal Election Commission (FEC) was responsible for providing data, 
research, and information about election administration to various interested groups. It was also responsible for 
overseeing the development of the voting system standards (VSS). Under HAVA, these powers have been trans-
ferred to the Election Assistance Commission (EAC). The EAC is responsible for overseeing the implementation 
of HAVA, including evaluating state election reform plans, providing funds to states to support HAVA, conduct-
ing studies and issuing guidance to facilitate election reform, and overseeing the development of new VSS. 

HAVA also formally brings the National Institute of Standards and Technology (NIST) into the elections pro-
cess. NIST is to help in the development of the VSS and to work on supporting other studies on issues such 
as usability and voting system security. Other independent standards-setting bodies, such as the IEEE and 
OASIS, also support the development of standards that are used throughout specific industries, such as the 
elections management and voting technology industry.
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One area where there are no election standards 
is the area of coding standards or electronic data 
transmission standards. This means that voting sys-
tems—even if they complete the same certification 
standards—do not have to meet specific standards 
for electronic data transmission or for file coding 
and formatting. Not surprisingly, the lack of stan-
dardization has led to a marketplace dominated 
by a few vendors who provide end-to-end product 
solutions. Because these systems are proprietary  
and typically do not produce a standard output, 
election officials are often forced to purchase entire 
election management solutions from a single  
vendor. It is typically not possible to use the ballot 
definition software from one vendor with the voting 
equipment of another vendor and the vote tally and 
audit software of a third vendor.

Fortunately, there are several efforts to create uni-
form standards for exchanging election data. Here, 
we profile two of the most promising. The first is 
being conducted under the auspices of OASIS and 
the second by IEEE. Both of these standards-setting 
activities are open, collaborative efforts that bring 
together experts from around the world to develop 
new standards.

The OASIS Election and Voter Services Technical 
Committee began its efforts in May 2001 to develop 
an interoperable Election Markup Language (EML) 
that would facilitate data exchange. Its charge is to:

develop a standard for the structured inter-
change of data among hardware, software, 
and service providers who engage in any 
aspect of providing election or voter services 
to public or private organizations. The ser-
vices performed for such elections include 

but are not limited to voter roll/member-
ship maintenance (new voter registration, 
membership and dues collection, change 
of address tracking, etc.), citizen/member-
ship credentialing, redistricting, requests for 
absentee/expatriate ballots, election calen-
daring, logistics management (polling place 
management), election notification, ballot 
delivery and tabulation, election results 
reporting and demographics.9 

The EML standards have been through four itera-
tions—Version 4.0 was released on January 24, 
2005. EML is not updated on a regular schedule,  
but instead is modified as users and technical 
experts identify issues with the schema. The EML 
protocol has been tested in pilot projects in several 
nations, and edits have been made to EML based on 
the results of these pilot implementations.

The focus of the EML design is on developing an 
ETS that has five key characteristics: 

1.  It can serve as a multinational standard.

2.  It can work across various voting regimes—
including proportional representation and  
single-member districts—and across voting  
platforms—including Internet and traditional 
paper-ballot voting.

3.  It can work in multilingual settings.

4.  It is adaptable to both public and private elec-
tion settings.

5.  It can secure data and data interfaces from  
corruption and manipulation.

Standardization of Election 
Management Protocols
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One benefit of the EML protocol is that it builds on 
the existing HTML language that is used extensively 
as a language on the World Wide Web. This broad 
usage base means that a wide array of entities can 
develop using interfaces that use this protocol. This 
open-source EML protocol also creates the potential 
for improved interfaces to be developed that may 
drive improvements to the election process outside 
of existing technologies.

In September 2002, the IEEE approved a new proj-
ect in this area: P1622—A Standard for Voting 
Equipment Electronic Data Interchange. This project 
follows the same open standards development pro-
cess outlined before and recognizes the need for 
broad input in this effort. The P1622 effort begins by 
recognizing that “the ‘Voting System’ is composed 
of a number of components, the voter registration 
system, the candidate filing process, the petition sys-
tem, ballot definition, voting, tabulation, and report-
ing systems.” It then states: 

This standard will develop standard data 
interchange formats to allow the exchange 
and interoperability of these various sys-
tems. The purpose of P1622 is to reach, as 
nearly as possible, the ideal state, wherein 
there exists a common definition of the 
data utilized within election systems and 
the election industry. This standard would 
promote interoperability among functional 
components, reduce complexity, spur inno-
vation, and provide greater assurance within 
election systems.10 

One model for meeting this new standard is the 
Election Data Exchange (EDX) protocol, which 
has been developed by Hart InterCivic. EDX is 
an electronic data transmission standard that uses 
Extensible Markup Language (XML), a common 
schema that is an integral part of many systems for 
communicating information over the Internet in 
real time. The EDX schema is designed to promote 
electronic data interchange, or EDI, allowing differ-
ent election management systems to communicate 
seamlessly at the state level, expanding the reporting 
and presentation capabilities that were previously 
available. EDX is designed to define the majority of 
the data elements for an election, which includes 
the voter’s name and identification number and 
records of votes cast. A common data interface 
makes it simple for one county using one election 

management system to integrate a voter’s registra-
tion application with a second vendor’s election 
management system. This type of system also can 
build auditability into the system through enhanced 
logging functionalities and makes EDI a standard 
feature of any election management system.

For an ETS to be successful in elections, it has to be 
broad and encompass the full complement of elec-
tion activities and complexities, such as multiple 
ballot languages. The EDX schema provides a com-
plete data format across both voter registration and 
election management systems. For example, EDX 
can support:

• Voter registration records (name, address, etc.)

• Poll book data

• Polling place information

• Closed, open, and mixed primaries

• General elections

• Local elections

• Multiple languages

• Fully customized rotation methods

• Graphical images (language based to allow  
a specific cast vote record for a language)

• Districts—full definitions with relationships  
to precincts, contests, and ballot styles

• Precinct—support for both reporting precincts 
and splits

• Summarized tabulation results

• Itemized cast vote records with related associa-
tions to handle over vote resolutions

• Ballot style definitions and associated district, 
precinct/split, and contest relationships

• Dependent, measure, candidate, and single-
party contests

• Tabulated results—summary and detailed
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Regardless of whether either of these two protocols 
are adopted (or a new protocol is developed and 
adopted), the move to an ETS will streamline data 
transfer of an array of data—from voter registration 
records to election results on Election Day. Election 
administration is a field where the ability to transfer 
and report data quickly, accurately, and efficiently  
is critical. Prior to Election Day, state and local elec-
tion officials need to have data transmitted quickly 
because of the tight deadlines that often exist for 
closing out voter registration rolls prior to an elec-
tion or for getting ballots defined and proofed. On 
Election Day, everyone from state officials and can-
didates to news organizations and the general pub-
lic wants election results to be posted quickly and 
accurately. An ETS can ensure that these activities 
can be accomplished with minimal or no manual 
effort, increasing the transparency of the election 
process and potentially reducing errors as well.

A single ETS will allow various election manage-
ment systems—including voter registration and 
broader election management systems—to com-
municate effortlessly and will avoid local election 
officials having to replace their legacy election 
management systems. Election data will have to be 
entered only once, into a single system, because 
the ETS will ensure that data can be read accurately 
in other election management software solutions. 
Currently, election officials often are forced to enter 
a single piece of voter information into multiple 
systems in order to manage their elections. A single 
data entry system can reduce data entry errors and 
free local election officials to use their existing 
resources more efficiently.

This standards effort fits well within the overall 
environment created by the Help America Vote Act. 
HAVA encourages technological innovation, espe-
cially in the areas of voting equipment and voter 
registration systems, and opens possibilities for the 
development of standard protocols for election 
technologies. For example, HAVA calls for the main-
tenance and continual updating of the voluntary 
voting system standards that currently exist. These 
standards will determine the attributes that are 
required for a voting system to be used in the states 
that adopt the standards. Here it is important to note 
that voting systems are not just the technologies 
that are used in the polling place but also include 
the entire system, from ballot definition to election 

results auditing. And unlike what has been the case 
in the past, HAVA requires that the voting system 
standards be reviewed and updated quadrennially, 
which should help keep the standards relevant in 
the voting system adoption process. 

The VSS provide a mechanism for the Election 
Assistance Commission, or EAC, to require that all 
election management systems have an interoperabil-
ity component. This would ensure that the technol-
ogy used at each point in the election management 
process can produce standard output that can then 
be read by any other election management software. 
Although the voting system standards are voluntary, 
the fact that so many states require voting systems 
to meet these standards before such equipment can 
be used in their state should lead to an ETS becom-
ing the industry norm. One key issue would be how 
to get legacy systems covered under this new stan-
dard—something that was mandated under HIPAA 
in the healthcare example—but it might be possible 
for the EAC to provide local governments with funds 
to update their system software to meet the new 
standard.
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The Impact of Standardization:  
Three Case Studies

Electronic transaction standards in election adminis-
tration would completely change the way in which 
election data is handled and create a streamlined, 
uniform process for its transmission. In the three case 
studies that follow, we show how the current lack 
of standardization affects a wide array of different 
election activities. It not only keeps new participants 
from easily entering to serve a specific niche in this 
market, but also hinders efforts to innovate, since 
novel solutions cannot easily be developed that are 
compatible with the wide range of data formats that 
exist in the current marketplace. 

Just as in the case of the healthcare industry, an elec-
tion ETS would allow all participants in elections—
from the city and county election officials to the 
state and federal election entities—to communicate 
from any election management platform to any other 
platform, without the need for manual data conver-
sion. This interfacing would allow for improved study 
of election administration, since data collected in a 
common file format, with common data elements 
from across jurisdictions, could be easily aggregated 
to the state and federal level. Such data would allow 
for the improvement of election administration and 
better auditing of election outcomes. 

There have been many calls, in the wake of the last 
two presidential elections, for better reporting of infor-
mation needed for the detailed auditing of election 
administration. Therefore, we see the development of 
standards for the transfer of election data as an impor-
tant first step toward stronger data reporting, retention, 
and publication practices by election officials.11

Case 1: Voter Registration 
In addition to promoting the development of mean-
ingful and modern voting system standards, HAVA 
requires intra-state uniformity in voter registration by 
requiring the creation of a statewide voter registra-
tion system. According to Section 303, all states with 
voter registration must have a computerized voter 
registration system that is centralized at the state 
level. Section 303 also outlines a set of procedures 
that requires file maintenance to ensure up-to-date 
lists. This protocol requires states to link their voter 
registration system with other state databases, includ-
ing those governing an individual’s felony status (if 
applicable) and death records. Although not explic-
itly required, the database also needs to be able to 
coordinate with the state’s department of motor vehi-
cles and the federal Social Security Administration’s 
database; both of these linkages are needed so that 
information from new registrants can be compared 
to either of these external databases for verification.

As Figure 2 on page 20 shows, there is a wide array 
of entities with which a state voter registration sys-
tem needs to be able to interface in order to keep 
the voter registration system up-to-date. Without a 
common protocol, the transmission of data can 
occur in a couple of ways. First, it can run through  
a data center, where individuals convert the data 
from one electronic format to another, which often 
requires reformatting the data or re-entering parts  
of the data. Second, the data may have to be com-
pletely hand-entered by the election officials in 
charge of voter registration. This process of reformat-
ting or re-entry introduces opportunities for data 
entry errors, errors that can result in voters not being 
listed correctly on the voter rolls at their polling 
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place. When this occurs, a voter often has to cast a 
provisional ballot, which slows polling place opera-
tions on Election Day and results in the voter’s ballot 
not being counted.  

There are also many legal and social factors that 
affect the need for data uniformity with voter regis-
tration systems across states. For example, mobility 
impacts election administration, and uniform proto-
cols for voter registration would improve the elec-
tions process. Every two years, approximately 
one-third of the U.S. population moves. Most moves 
are intra-state moves—often not much farther than 
three miles—and the concept behind the require-
ment for statewide voter registration systems is,  
in part, intended to address the voter re-registration 
problems associated with short moves. However,  
on average, 6.87 million people moved to a new 
state each year in the 1990s, with an additional  
1.3 million people moving from abroad to the 
United States.12 All of these individuals potentially 
created a two-part voter registration issue: (1) the 
need to register to vote in their new state, and (2) 
the need to un-register to vote in their previous state 
of residence.13 This mobility rate means that every 

presidential election year, up to 27.2 million 
Americans could be voting in a new state. 

Without system interoperability among voter regis-
tration systems, it is not possible for the state in 
which a voter is registering to electronically notify 
the voter’s previous state of residence to remove  
the voter from the rolls. This notification can be 
done manually—with a piece of paper sent from 
one state to another—but this process has relatively 
high administrative costs. Now consider how this 
system might look if there was a voter registration 
ETS and states could use an EDI to transmit this 
information. When the same voter came in to regis-
ter in state A, all of the voter’s information—sent in 
the standard file format and with the standard data 
elements—would be transmitted to state B, the  
previous place of registration. State A would add  
the voter to its rolls and state B would be able to 
remove that voter—and this could be done almost 
instantaneously.14 

Because of the inability of states to transmit new 
voter registrations to the state of previous registra-
tion, tens of thousands of voters could be regis-

Figure 2: The Voter Registration Network
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tered in multiple states and potentially could vote 
in multiple states. For example, studies by media 
organizations have found that in the 2000 elec-
tion, 46,000 people were registered to vote in both 
Florida and New York. It is estimated that between 
400 and 1,000 of these individuals voted in both 
states. Similarly, 68,000 individuals are registered 
to vote in both Florida and either Georgia or North 
Carolina, and it is estimated that 1,650 of them 
voted twice in 2000 or 2002. An ETS would enable 
states to overcome this problem and keep voters 
from being registered twice and voting twice.15 

Case 2: Innovation and Election 
Administration  
The lack of a common interface is also hindering 
the development of innovation in elections. One 
of the problems highlighted by the 2000 election 
debacle was the plight of overseas and military vot-
ers. These voters have a difficult time voting because 
of an array of issues including ballot transit time: 
the amount of time it takes for a piece of mail to go 
from the election official to the voter and return to 
the election official. 

Ballot transit has long been a problem for those 
who wish to vote from overseas locations, but in 
recent years efforts have been made to use technol-
ogy to address this problem. In 2000, the Federal 
Voting Assistance Program—the component of the 
Department of Defense in charge of serving the vot-
ing needs of uniformed personnel, their dependents, 
and overseas civilians—initiated an Internet voting 
project called Voting Over the Internet. This proof-
of-concept effort allowed 83 individuals to cast bal-
lots in the 2000 election and showed that Internet 
voting could be done successfully in a presidential 
election. Congress subsequently requested that the 
Department of Defense conduct a second and larger 
Internet voting trial. 

The Secure Electronic Registration and Voting 
Experiment, or SERVE, was not deployed for use 
in the 2004 general election. However, the imple-
mentation effort for SERVE prior to the project’s 
termination illustrated the problems associated with 
attempting to add a new technology—an Internet 
voting system—to the existing election management 
systems used in counties. As the development team 
attempted to integrate the SERVE system into the 
existing technologies used in participating counties, 

they determined that (1) different companies used 
different file formats and data transfer protocols, 
and (2) the same company often used various file 
transfer protocols across versions of their product or 
even within the same version of their product. Thus, 
future attempts to develop innovative, end-to-end 
voting solutions for particular citizen groups like 
military personnel and overseas voters will be much 
easier to develop and implement if election data 
standards are in place.

Others have also issued calls for the development 
of more modular voting systems. In particular, the 
Caltech/MIT Voting Technology Project in 2001 pre-
sented a visionary approach for future voting systems 
in which voters could use a variety of devices to 
obtain and manipulate their ballot.16 This innovative 
architecture, which they termed “A Modular Voting 
Architecture” (AMVA), assumes that there are com-
mon formats for data exchange between components 
of election technologies. Thus, for innovative ideas like 
the AMVA to be viable in the near future, some stan-
dards for data interchange between election adminis-
tration hardware/software platforms is necessary.

Because there is not an electronic transaction stan-
dard and common file format for election materials, 
it is almost impossible to plug and play new innova-
tions onto existing election management platforms. 
This is a major hurdle that is blocking the develop-
ment of new e-government solutions for election 
administration. Figure 3 on page 22 shows the 
election management processes that localities cur-
rently have to manage. This is a multi-stage process 
that requires the integration of data from multiple 
sources, with the final output being the ballots and 
voter data used in polling places on Election Day 
and the final audited election outcomes. Without a 
standard means by which to share data across these 
points in the election process, election officials 
are not able to use different products or integrate 
innovations into their current election system, thus 
significantly inhibiting their ability to produce inno-
vative solutions for their main clients (voters, candi-
dates, and the media).

Case 3: Election Data and Election 
Results  
Election night is a critical time for the Associated 
Press (AP). They are a primary source of preliminary 
election results for a large number of media outlets 



IBM Center for The Business of Government22

THE NEXT BIG ELECTION CHALLENGE

across the country, providing the information you 
see in the morning paper or on the morning news. 
The success of this operation is predicated on AP 
being able to capture data from states and localities 
across the country and then putting those data into a 
standard format. This would seem to be an easy task: 
The state simply e-mails or otherwise transmits a file 
to the AP, and AP pulls this file into the other state 
files, creating a single database of election results.

The reality is far from simple. Because of the lack of 
standards in the capture and transmission of elec-
tronic data in elections, the AP cannot simply request 
a file from each state for the appropriate races and 
then expect to receive the information in a single file 
format or even a single data format. Almost every 
state has election results in a unique file format, and 
each often uses unique coding schemes even when 
variables in the results data set are the same. As a 
result, the AP has to hire programmers that can create 
unique “data wizards”—small programs that can take 
the election results from a given state and put those 
data into a common format. Given the lack of uni-
formity, almost every state needs its own data wizard 
program. The data wizards are used in conjunction 
with the hand-entering of data, because some states 
lack the ability to transmit election data effectively.

The election night data problems also extend to 
related work AP does on elections. For example, AP 
often wants to know whether the votes reported are 
from absentee voters, early voters, or precinct voters. 
However, different states use different terms or differ-
ent coding for the same concept. For example, early 
voting is called “in-person absentee voting” in several 
states. In Utah, these early votes are incorporated 
with the absentee ballots in a precinct, so the state 
does not collect any information on “early voting.” 

This case illustrates a second issue associated with 
the standards-setting process, which is that an ETS 
also involves the creation of clear definitions of what 
each part of the data record looks like. Thus, all users 
of the standard would code the same concept the 
same way, in the same order, so when these data 
are aggregated, the result would be consistent and 
uniform across states. For AP, it would also mean that 
election data would be easily aggregated for trans-
mission to its customers on election night, without 
the costly step of having to re-create data wizards 
and hand-enter data. For other subsequent users of 
election administration data, like policy makers and 
researchers, an ETS would allow for easier, more  
consistent, and highly accurate post-election studies 
of election practices and procedures.

Figure 3: The Election Management Process
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In many ways, elections have changed little over 
the past 150 years. Voters assemble at a designated 
location on a chosen day to select their candidates 
for office. However, there are growing pressures 
for this process to change. Voters are demanding 
that elections be as customer friendly as possible, 
which manifests itself in demands for more early 
voting and for no-excuse absentee voting. There 
is also growing interest in many circles to provide 
electronic (and possibly Internet) voting services to 
voters with special needs, such as military personnel 
and their dependents, and citizens who live over-
seas. At the same time, the recently passed HAVA 
legislation—as well as the demands created by par-
tisan politics and the closeness of recent presidential 
elections—requires that voter registration rolls be 
as accurate as possible and the voting process as 
smooth as possible. Accomplishing these dual goals 
of customer service and the execution of a well-run 
election requires the smooth communication of data 
among a broad array of actors.

Over the last several decades, e-government has 
revolutionized the way in which elections are admin-
istered, both in the central election official’s office and 
in polling places. Everything from voter registration 
to ballot design to vote counting is done using elec-
tronic systems. The three case studies illustrate how 
standards that allow for the easy exchange of election 
data across software and hardware platforms are an 
important component of the continual evolution of 
making the voting process easier and more conve-
nient for citizens. Today, many voters often face long 
lines when they go to vote on Election Day, and some 
voters (as many as 4 million to 6 million in the 2000 
presidential election) attempt to vote, only to have 
their votes “lost” due to snafus, mistakes, and errors 
in the process. Improving the technology of elections 
can reduce the number of votes lost in future elec-

tions—and one aspect of improving the technology 
will be developing standards for data exchange.

To achieve the broader goals of a more cost- 
effective, reliable, and accurate election administra-
tion process, standards for data communication are 
necessary. If standards can be implemented and 
enforced, this one simple reform should, in the short 
term, help improve the process of administering  
elections. Elections could be administered more 
accurately, because election officials could use the 
common data formats to better cross-reference elec-

Conclusions and Recommendations

Recommendations

1.  The Election Assistance Commission should 
request that the National Institute of Standards 
and Technology provide a recommended elec-
tronic transaction standard for election data.

2.  The Election Assistance Commission, through the 
voting system standards-setting process, should 
ensure that all voting systems have a common 
electronic data exchange component.

3.  The Election Assistance Commission should 
include a similar requirement for an ETS protocol 
in the guidance given to states regarding what 
makes a statewide voter registration system com-
pliant with the Help America Vote Act.

4.  The Election Assistance Commission should 
develop a process for encouraging states to share 
voter registration data to improve the mainte-
nance of voter rolls.

5.  The U.S. Congress should strongly encourage  
all states and localities to adopt all federal voting 
system standards and should empower a federal 
government agency like the Election Assistance 
Commission to develop and issue guidelines  
for standards for voting systems and voter regis-
tration systems.
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tion data across jurisdictions (for example, election 
officials would be able to compare voter registration 
data across counties and states) and against other 
databases.

To achieve the goal of having ETS protocols that 
make election data more consistent, more accurate, 
and easier to transmit, the following recommenda-
tions should be implemented.

Recommendation 1: The Election Assistance 
Commission should request that the National 
Institute of Standards and Technology provide 
a recommended electronic transaction stan-
dard for election data.
This standard should be similar to the EDX or EML 
protocols described earlier in this report. These two 
ongoing standards-setting processes should be used 
as input to the NIST ETS, similar to the process used 
for NIST’s efforts to update the voting system stan-
dards. This somewhat parallel effort would ensure 
that release of an ETS would be placed on a defined 
timeline in the event that consensus cannot be 
reached by the independent standards-setting bodies.

Recommendation 2: The Election Assistance 
Commission, through the voting system stan-
dards-setting process, should ensure that all 
voting systems have a common electronic data 
exchange component. 
This can be done though revisions to the voting sys-
tem standards, which are ongoing with the technical 
support of NIST. The inclusion of an ETS protocol in 
the system standards will provide vendors with more 
incentive to incorporate this into their products. 

Recommendation 3: The Election Assistance 
Commission should include a similar require-
ment for an ETS protocol in the guidance given 
to states regarding what makes a statewide 
voter registration system compliant with the 
Help America Vote Act.
HAVA gives the EAC some control over determining 
what constitutes a statewide voter registration sys-
tem, and the EAC should use this to promote an ETS 
that ensures these systems can communicate easily 
in a standard format.

 
 
 

Recommendation 4: The Election Assistance 
Commission should develop a process for 
encouraging states to share voter registration 
data to improve the maintenance of voter rolls. 
With such a mobile population, state voter rolls can 
quickly become out of date. For example, voting 
precincts surrounding colleges and universities often 
have far more voters on the rolls than are active vot-
ers, because students who registered to vote did not 
change their registration status when they moved. If 
states could easily transmit data on new registrants to 
that person’s state of previous registration, voter rolls 
could be much more accurate and the potential for 
voting fraud reduced. The EAC should publish guid-
ance on best practices for the sharing of voter registra-
tion data and consider developing a clearinghouse to 
facilitate the sharing of new registration information 
by all 50 states and the District of Columbia to pro-
mote the effective maintenance of voter rolls.

Recommendation 5: The U.S. Congress should 
strongly encourage all states and localities to 
adopt all federal voting system standards and 
should empower a federal government agency 
like the Election Assistance Commission to 
develop and issue guidelines for standards for 
voting systems and voter registration systems. 
Congress, through its appropriations, can pro-
vide states with a strong incentive to adopt these 
guidelines in exchange for additional resources to 
improve elections. By allowing a federal government 
agency like the EAC to issue meaningful guidelines 
in the area of voting system standards and provid-
ing funding to encourage the adoption of these 
rules, states will have every incentive to use elec-
tion systems that provide the highest level of benefit 
to voters and allow for the best possible election 
administration practices to be implemented.

Data exchange standards may also facilitate other 
longer-term changes in the election administration 
process. One important change that might occur is 
greater competition in the business of voting technol-
ogies. If developers of voting technologies can rely on 
a standard data interface—if they know that election 
data will have a standard and common format—then 
they can work to develop specific components for 
election administration, and thus governments could 
purchase modular election administration systems. 
This could spur competition and technological devel-
opment in this sector of e-government.
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Appendix I: Standards and 
Standards-Setting Processes

So what is a standard? One definition is that “a  
standard is a deliberate acceptance by a group of 
people having common interests or background  
of a quantifiable metric that influences their behavior 
and activities, permitting a common interchange.”17 
Language is a simple example of a standard. 
Although everyone does not speak the same lan-
guage, each language has its own set of agreed upon 
metrics—what letters create what sounds, in what 
direction they are read—that governs its use. Without 
these metrics, it would not be possible for us to  
communicate effectively, because the meaning  
one person ascribed to a letter or word might not  
be the same as the meaning ascribed by another.

When we think about standards, it is also impor-
tant to remember that standards are not the same 
as regulations. Although some regulations contain 
standards, not all standards are developed through 
a legalistic, regulatory framework. Instead, some are 
developed through non-governmental organizations 
(NGOs) or are developed by governmental agencies 
on a voluntary-compliance basis. Moreover, some 
standards that exist in legal regulations are in fact 
developed in exactly the same manner as are vol-
untary standards. The National Institute of Standards 
and Technology (NIST) has developed a typology of 
standards that defines the different types of standards 
and the different development models they employ.

Standards are critical for the promotion of economic 
development, and have been throughout history. 
For example, uniform coinage in the ancient world 
broke down barriers to trade across great distances. 
A silver Roman coin held the same value in Rome 
as it did in Greece or northern Africa or Persia, and 
meant that merchants or average citizens could pur-
chase a certain amount of product for a silver coin, 

no matter where they might be within the Roman 
Empire.18 In more modern times, standardization 
has driven economic development. For example, 
the standardization of railroad-track width is cred-
ited with transforming the United States. When 
railroads first began in the United States, different 
companies had different width, or gauge, of track. 
A train would travel until it hit a different gauge of 
track, and the train would have to be unloaded onto 
anther train that could run along the new gauge. 
Not only were the unloading and reloading of trains 
costly, so were having different trains and cars to 
run on the different gauges. Once the gauge became 
uniform, people and cargo could move across the 
country more quickly than ever thought possible. 
If the Transcontinental Railroad had used different 
gauges as the railroad was being built, the ride, 
though faster than the conventional mode of travel 
to the West, would still have been cumbersome and 
time-consuming.19 

The Rise of Standards-Setting 
Institutions
To overcome the problems associated with the lack 
of standards, several standards-setting bodies have 
been created to facilitate the creation and diffu-
sion of uniform protocols. In the area of e-govern-
ment, three of the more prominent standards-setting 
organizations are the federally established National 
Institute of Standards and Technology (NIST); the 
American National Standards Institute (ANSI), a U.S. 
NGO, and the Institute of Electrical and Electronics 
Engineers Standards Association (IEEE-SA), an inter-
national NGO. As the history of NIST notes (see 
“The Origins of NIST and National Standards”), the 
agency was established in 1901 for just the com-
mercial reasons noted above—to promote 
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Standard Description

Performance Standard used to describe a product’s intended function without specifically 
stating how it might achieve that function. These standards are less restrictive 
than design standards and encourage innovation.

Design Standard used to define a product’s characteristics or how it is to be built. 
These standards can be used to test for comparability.

Voluntary consensus Standards produced by standards developing organizations (SDOs) through a 
consensus process. Participation in the standards development and compliance 
with the standards is voluntary, except where government regulatory agencies have 
adopted or referred to the standards. 

Defense Documents that establish uniform engineering and technical requirements for 
military-unique or substantially modified commercial processes, procedures, 
practices, and methods. These standards must be written in performance terms.

Mandatory Standards that are made compulsory by virtue of a general law or exclusive refer-
ence in regulation. These standards are generally published as part of a code, rule, 
or regulation by a regulatory government body and impose an obligation on speci-
fied parties to conform to them.

National Institute of Justice (NIJ) Standards that determine the technological needs of federal, state, and local 
criminal justice and public safety agencies. The NIJ sets minimum perfor-
mance standards for specific devices, tests commercially available equipment 
against those standards, and disseminates the results to criminal justice and 
public safety agencies nationally and internationally. Compliance with these 
standards is voluntary.

Federal Standards developed and issued by the General Services Administration (GSA) to 
meet procurement needs of federal government agencies.

De facto Standards developed through means other than formal standards organiza-
tions. These standards are typically open to participation from any interested 
individuals or organizations.

Consortia Standards created by groups of like-minded companies that collectively have 
significant market power to develop a standard outside the formal standards 
process. These standards provide a complementary vehicle to satisfy the need 
to create partial-consensus standards in rapidly moving high-technology fields.

Industry Industry standards come in two forms: company standards and industry stan-
dards. Company standards are those developed for use by a single company 
or organization for its own products. Industry standards are developed by 
industry standards development groups for use within a particular industry.

International Standards developed and promulgated by governmental and non-governmen-
tal international organizations. These standards may be voluntary or manda-
tory in nature. 

Table A.1: Types of Standards

The NIST has developed a typology of standards. First, it identifies two types of standards—performance 
and design standards—and then highlights an array of means by which these standards can be developed. 

Source: Christine R. DeVaux, National Institute of Standards and Technology, “A Guide to Documentary Standards,” December 2001 
(http://ts.nist.gov/ts/htdocs/210/ncsci/ir6802.pdf)
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uniformity in a rapidly industrializing America—but 
its work has had wide-ranging benefits, including 
improved public safety and quality of life. 

Not only was the government moving in this period 
to develop standards through NIST, but the private 
sector was doing so as well through professional 
associations. The IEEE’s standards work and the 
creation of ANSI also occurred in this time period. 
ANSI was created through the collaborative efforts 
of a variety of engineering societies, including 
the forerunner of the IEEE. The goal was to create 
an organization that could “serve as the national 
coordinator in the standards development process 
as well as an impartial organization to approve 
national consensus standards and halt user confu-
sion on acceptability.”20 

The development of these standards processes has 
been critical to the advancement of modern society. 
The transparent, open process that was developed 
allowed all interests to have a say in the developed 
standards. Once standards are established in a given 
area, producers have a common knowledge of the 

qualities their product should have and buyers have 
confidence that the product they buy meets a cer-
tain minimum set of standards for conformity and 
performance. In many ways, standards provide the 
language that is necessary for modern commerce to 
occur by providing a functional baseline for a given 
product or service.

The Origins of NIST and National Standards

As NIST notes in its centennial history,

Chartered by the U.S. Congress on March 3, 1901, [NIST] was the first physical science research 
laboratory of the federal government, established at about the same time as the nation’s first com-
mercial laboratory. At that time, the United States had few, if any, authoritative national standards 
for any quantities or products. What it had was a patchwork of locally and regionally applied stan-
dards, often arbitrary, that were a source of confusion in commerce….

The need for such an organization in the United States was discussed for many years by scientists 
and engineers. One complained, for example, that he had to contend with eight different “authori-
tative” values for the U.S. gallon. The growing electrical industry needed measuring instruments 
and was often involved in litigation because of the lack of standards….

To advance fundamental science, NIST developed increasingly precise instruments, measurement 
techniques offering greater range than ever before, and wholly new standards such as those for 
sound, frequency, and radiation. 

The need for standards was dramatized in 1904, when more than 1,500 buildings burned down 
in Baltimore, Md., because of a lack of standard fire-hose couplings. When firefighters from 
Washington and as far away as New York arrived to help douse the fire, few of their hoses fit the 
hydrants. NIST had collected more than 600 sizes and variations in fire-hose couplings in a previ-
ous investigation and, after the Baltimore fire, participated in the selection of a national standard.

Source: http://www.100.nist.gov/founding.htm
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American National Standards Institute (ANSI) Process21 

Throughout its history, ANSI has maintained as its primary goal the enhancement of the global competitive-
ness of U.S. business and the American quality of life by promoting and facilitating voluntary consensus 
standards and conformity assessment systems and promoting their integrity. The Institute represents the 
interests of its nearly 1,000 corporate, organization, government agency, institutional, and international 
members through its office in New York City and its headquarters in Washington, D.C. 

In order to maintain ANSI accreditation, standards developers are required to consistently adhere to a set 
of requirements or procedures, known as the “ANSI Essential Requirements,” that govern the consensus 
development process. Due process is the key to ensuring that ANSIs are developed in an environment that 
is equitable, accessible, and responsive to the requirements of various stakeholders. The open and fair ANS 
process ensures that all interested and affected parties have an opportunity to participate in a standard’s 
development. It also serves and protects the public interest since standards developers accredited by ANSI 
must meet the Institute’s requirements for openness, balance, consensus, and other due process safeguards.

The hallmarks of the American National Standards process include:

• Consensus on a proposed standard by a group or “consensus body” that includes representatives from 
materially affected and interested parties 

• Broad-based public review and comment on draft standards 

• Consideration of and response to comments submitted by voting members of the relevant consensus 
body and by public review commentators 

• Incorporation of approved changes into a draft standard 

• Right to appeal by any participant that believes that due process principles were not sufficiently 
respected during the standards development in accordance with the ANSI-accredited procedures  
of the standards developer

The ANSI process serves all standardization efforts in the United States by providing and promoting a pro-
cess that withstands scrutiny while protecting the rights and interests of every participant. In essence, ANSI 
standards quicken the market acceptance of products while making clear how to improve the safety of 
those products for the protection of consumers.
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Appendix II: Standards in  
E-Government Networks— 
The Case of HIPAA

A key example of the role that the federal govern-
ment can play in developing ETS for software and 
e-government systems in a given policy area is the 
requirements under the Health Insurance Portability 
and Accountability Act of 1996 (HIPAA). HIPAA is 
generally considered to be one of the most sweep-
ing changes to federal healthcare policy since 
the passage of Medicare in 1965. Although the 
initial media coverage of this legislation focused 
on the portability aspects—the ability of individu-
als to move their health coverage to a new job by 
requiring certificates of creditable coverage and 
by imposing restrictions on pre-existing condition 
exclusions—one of the most far-reaching provisions 
has to do with requirements for data exchange. 
Under HIPAA, all covered healthcare-related orga-
nizations, as well as entities that exchange data with 
a HIPAA-covered organization, are required to use a 
common data exchange format. 

A review of the world before the existence of HIPAA 
explains why ETS requirements are so important. 
In the pre-HIPAA world, there were no standards 
regarding how healthcare organizations were to 
store, process, communicate, or secure data. This 
lack of standardization led to the development and 
deployment of more than 450 different electronic 
insurance claim formats, with many vendors offering 
multiple—and often incompatible—formats. Even 
if software came from the same vendor, manage-
ment and clinical information software often dif-
fered across entities, and the lack of a standard data 
format was a costly and complex barrier. Without 
a standard protocol for formatting electronic data, 
data transactions were difficult and the transaction 
costs associated with making such transactions work 
were very high.22 

The lack of a standard data format was seen as a 
critical factor in the high overhead costs associated 
with healthcare. As a report by the Midwest Center 
for HIPAA Education (MCHE) notes:

A considerable portion of every healthcare 
dollar is spent on administrative overhead. 
In healthcare, this overhead includes many 
tasks, such as: 

• Filing a claim for payment

• Enrolling an individual in a health plan

• Paying healthcare premiums

• Checking insurance eligibility for a  
particular treatment

• Requesting authorization for services

• Responding to requests for additional 
information to support a claim

• Coordinating the processing of a claim 
across different insurance companies

• Notifying the provider about the  
payment of a claim

Today, these processes involve numerous 
paper forms and telephone calls, non-
standard electronic commerce, and many 
delays in communicating information 
among different locations. This situation  
creates difficulties and costs for healthcare 
providers, health plans, and consumers.23 
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Software solution providers have issued numerous 
white papers touting the benefits of the move in 
HIPAA to electronic data interchange, or EDI. As 
one of these papers noted, the healthcare industry 
requires several hundred thousand medical service 
providers—many of which are five-person or smaller 
physician practices—and medical suppliers, hospi-
tals, insurance providers, and others to be able to 
communicate in a common language.24 

An EDI overcomes these problems by allowing data 
transfers to be done with very low cost, because the 
data exchange occurs instantaneously and without 
human intervention. Without an EDI, humans must 
fill the communication gap that exists between 
incompatible computers. The benefits of the HIPAA 
ETS requirement are numerous. Some of the more 
obvious ones are:

• Reduced administrative costs 

• Instantaneous transmission of claims and  
other data 

• Improved accuracy in information transmission

• Integration of provider transactions into an  
entity’s overall administrative framework

• Increased security, as fewer individuals have  
to handle the data when it is transferred

EDI in healthcare has the potential to move this 
industry toward the model used in retail, where 
Internet-based networks are being used to bring all 
aspects of the industry under a single communica-
tions protocol that allows data to flow freely across 
vendors and organizations.25 

There are other, less obvious benefits as well. The 
MCHE notes that ETS can facilitate corporate syn-
ergies among software development and systems 
implementation firms, as well as among healthcare 
firms. Companies now have incentives to cooper-
ate in the development of new products, since they 
have to use a common ETS. Likewise, EDI features 
provide companies with incentives to share appro-
priate data to improve healthcare outcomes, in addi-
tion to improving claims processing and benefits 
delivery. Because a standard set of codes will be 
used for the processing of health information, the 

reliability of this data will be increased across pro-
viders. No longer will a given illness, procedure, or 
treatment be coded and labeled differently by differ-
ent healthcare claims payers or providers.26 

The actual ETS were issued in 2003, after an exten-
sive rule-making process that began in 1998 and 
extended through the issuance of a proposed rule 
in 2002.27 There were more than 17,000 comments 
received on the initial proposed rule, and 300 
received for the final rule. The process for develop-
ing this rule was included in Sections 1171 through 
1179 of HIPAA.28 Specifically, the Act requires 

that any standard adopted by the Secretary 
of Health and Human Services be a stan-
dard that has been developed, adopted, or 
modified by a standard setting organization 
(SSO). The Secretary may adopt a different 
standard if the standard will substantially 
reduce administrative costs to providers and 
health plans compared to the alternatives.… 
The Act also sets forth consultation require-
ments that must be met before the Secretary 
may adopt standards. In the case of a stan-
dard that is developed, adopted, or modi-
fied by an SSO, the SSO must consult with 
the following Data Content Committees 
(DCCs) in the course of the development, 
adoption, or modification of the standard: 
the National Uniform Billing Committee 
(NUBC), the National Uniform Claim 
Committee (NUCC), the Workgroup for 
Electronic Data Interchange (WEDI), and the 
American Dental Association (ADA). In the 
case of any other standard, the Secretary is 
required to consult with each of the above-
named groups before adopting the standard 
… [as well as] with the National Committee 
on Vital and Health Statistics (NCVHS).29

So while the ETS under HIPAA are being promul-
gated through a regulatory process, they are to be 
developed using a consultative process that is the 
hallmark of the standards-setting process in the 
United States.

The final rule has several components. First, it 
requires all health plans, healthcare clearinghouses, 
and healthcare providers that transmit transactions 
electronically to follow the developed ETS. Second, 
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it requires covered organizations to be able to pay 
providers, authorize services, certify referrals, and 
coordinate benefits using the ETS protocol. Third, the 
ETS creates a standard format for determining eligibil-
ity for insurance coverage and claim status, as well 
as requesting authorizations for services or specialist 
referrals. All covered entities will use common codes 
for all transactions, including reporting diagnoses and 
procedures. Fourth, employers will have a standard 
electronic format for enrolling or removing employ-
ees from insurance coverage, as well as for making 
premium payments. Finally, it creates a process for 
keeping the standards up-to-date, using the traditional 
standards-setting process.30 This rule is designed to 
create a comprehensive set of electronic transaction 
standards and a process for keeping them current. 
The entire process is designed to be open and partici-
patory, but at the same time using a regulatory frame-
work to push the standards-setting process to  
a conclusion that is binding on all covered parties.

The development of ETS is just one aspect of the 
standardization of healthcare data under HIPAA. 
HIPAA also requires the study of issues associated 
with the adoption of uniform data standards for 
patient medical record information and the elec-
tronic transmission of these data. As an analysis by 
PricewaterhouseCoopers noted, the lack of standard-
ization in this area can lead to an array of medical 
errors, including misdiagnoses, incorrect diagnoses, 
treatment choices that lead to drug interactions and 
allergic reactions, and high morbidity rates.31 It is esti-
mated that medical errors cause 98,000 deaths per 
year in the United States, making it the fourth leading 
cause of death. Incredibly, 7,000 of these deaths are 
associated with providing patients with drug-related 
medical errors.

Clearly, standardization of data and data transmis-
sion has the prospect of improving the lives of all 
Americans who receive medical care. It can also 
decrease administrative costs by allowing EDI systems 
to communicate easily—from the smallest practice 
group to the largest health insurance payer—and 
having these systems integrate with other aspects of 
the business of healthcare. Since healthcare is one 
of the largest and most complex components of the 
U.S. economy, the fact that it is possible to standard-
ize electronic transactions across the several hundred 
thousand entities that are a part of this industry sug-
gests that ETS can be adopted in any industry, includ-
ing the elections industry.
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The Help America Vote Act was passed in 2002 in 
response to the election debacle in Florida in 2000.32 
The Act has nine parts, as summarized below.

Title I: Replacement of Punch Card 
and Lever Voting Machines 
This section provides funding to states that used either 
punch cards or lever voting machines in November 
2000 to replace these systems with new voting tech-
nologies that meet the requirements of HAVA. 

Title II: Establishment of the Election 
Assistance Commission (EAC) 
Title II has two parts. The first part establishes several 
key institutions for promoting election assistance, 
and the second calls for the development of guid-
ance and the commissioning of studies related to 
election reform. 

Institutions 
The EAC is established as an independent entity that 
will serve as a national clearinghouse and resource 
for the compilation of information and the review 
of procedures with respect to the administration of 
federal elections. This section also established three 
boards:

• The Election Assistance Commission Standards 
Board and the Election Assistance Commission 
Board of Advisors are to review the voluntary 
voting system guidelines, the voluntary election 
administration guidance, and the best practices 
guidance for facilitating military and overseas 
voting.

• The EAC is to establish the Technical Guidelines 
Development Committee to assist the executive 
director of the Commission in the development 
of the voluntary voting system guidelines.

Guidance and Studies
The Commission is to provide for the testing, certi-
fication, decertification, and recertification of voting 
system hardware and software by accredited labora-
tories. HAVA gives states the option of providing for 
testing, certification, decertification, or recertification 
of its voting system hardware and software by the lab-
oratories accredited by the Commission. The National 
Institute of Standards and Technology is tasked with 
providing a list of independent, non-federal laborato-
ries that can be accredited to carry out such testing, 
certification, decertification, and recertification. NIST 
is also asked to monitor and review accredited labo-
ratory performance on an ongoing basis.

The EAC is directed to conduct periodic studies 
regarding certain election administration issues, 
including (1) best practices for facilitating voting by 
absent uniformed services voters and overseas vot-
ers; (2) how human factor research can be applied 
to voting products and systems design to ensure 
usability and accuracy of voting products and sys-
tems; (3) the impact on voters of new requirements 
governing voter registration by mail; (4) the feasibil-
ity and advisability of using Social Security iden-
tification numbers or other information compiled 
by the Social Security Administration to establish 
voter registration or other election law eligibility 
or identification requirements; (5) the issues and 
challenges of incorporating communications and 
Internet technologies in the federal, state, and local 
electoral process; and (6) the feasibility and advis-

Appendix III: Summary of the  
Help America Vote Act of 2002 (HAVA)
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ability of having the Postal Service waive or reduce 
the amount of postage applicable to absentee bal-
lots used in federal general elections. The EAC can 
also make grants for research and development to 
improve the quality, reliability, accuracy, accessibil-
ity, affordability, and security of voting equipment, 
election systems, and voting technology.

States are required to file a plan for implementa-
tion of certain mandatory, uniform, nondiscrimina-
tory administrative complaint procedures, and have 
such procedures in place. Once these plans are in 
place, states are eligible to receive payments that 
can be used to obtain new voting equipment or 
for other activities to improve the administration of 
elections for federal office. Separate funds from the 
Department of Health and Human Services (HHS) 
are for ensuring that polling places for individuals 
with disabilities are accessible. In a related matter, 
HHS also pays the protection and advocacy system 
of each state to ensure full participation in the elec-
toral process for individuals with disabilities.

Title III: Uniform, Nondiscriminatory 
Election Technology and 
Administration Requirements 
Voting systems used in federal elections must main-
tain voter privacy and ballot confidentiality. They also 
must (1) permit voters to verify their votes before the 
ballot is cast and counted; (2) allow voters to correct 
any error before the ballot is cast and counted; and 
(3) notify voters if they select more than one candi-
date for an office if it has the effect of casting multi-
ple votes for the office. States can create a voter 
education program if their voting technology does not 
allow for each of these provisions. Voting systems are 
also required to (1) produce a record with an audit 
capacity for such systems; (2) be accessible for indi-
viduals with disabilities; (3) provide alternative lan-
guage accessibility pursuant to the Voting Rights Act; 
(4) comply with established error rate standards; and 
(5) operate according to a uniform definition of what 
constitutes a vote.

Provisional ballots must be provided to individu-
als who declare that they are registered to vote 
in a jurisdiction but are not on the official list of 
registered voters or are otherwise alleged to be 
ineligible. These individuals are permitted to cast a 
provisional ballot, which is to be promptly verified 

and counted if it is determined to be valid under 
state law. A voter must also be able to learn if the 
vote was counted and, if the vote was not counted, 
why it was not counted. States that do not require 
voter registration for federal elections are exempt 
from this provision. 

States must create a single, uniform, official, cen-
tralized, interactive computerized statewide voter 
registration list. State or local election officials must 
perform list maintenance on a regular basis and 
ensure that the database is well secured. The voter 
registration information must include either a driv-
er’s license number or the last four digits of a Social 
Security number. Voters who register by mail must 
present valid photo identification when voting in 
person or by mail.

Title IV: Enforcement 
The U.S. Attorney General can take action against 
any state or jurisdiction to compel implementation 
of the uniform and nondiscriminatory election tech-
nology and administration requirements of Title III. 
States receiving payment under HAVA must have a 
state-based administrative complaint procedure with 
respect to violations of title III. States not receiving 
payments under HAVA must either certify they meet 
complaint-procedure requirements or submit a plan 
to the Attorney General describing steps to be taken 
to meet Title III requirements. 

Title V: Help America Vote College 
Program 
The EAC is to develop a Help America Vote College 
Program to encourage college students to serve 
as nonpartisan poll workers or assistants, and to 
encourage state and local governments to use the 
services of the students participating in the program. 

Title VI: Help America Vote 
Foundation 
Establish the Help America Vote Foundation to  
(1) mobilize secondary school students to serve 
as poll workers or assistants; (2) place secondary 
school students as poll workers in polling places; 
and (3) establish cooperative efforts to further the 
purpose of the foundation.
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Title VII: Voting Rights of Military 
Members and Overseas Citizens 
The Secretary of Defense is to prescribe procedures 
to provide the time and resources for voting assis-
tance officers to perform voting assistance duties 
during the period in advance of a general election. 
The Department of Defense (DoD) is also to imple-
ment measures to ensure that a postmark or other 
official proof–of-mailing date is provided on each 
absentee ballot collected at any overseas location or 
vessel at sea under DoD control. The DoD is also to 
engage in informational campaigns for the people 
covered by the Uniformed and Overseas Civilian 
Absentee Voting Act (UOCAVA). Each state must 
designate a single office responsible for providing 
information on registration and absentee ballot pro-
cedures for all voters in the state and report to the 
EAC the combined number of absentee ballots trans-
mitted to and returned by absent uniformed services 
voters and overseas voters.

Titles VIII and IX: Miscellaneous 
The last two sections of HAVA cover miscellaneous 
information and transfer-of-duty provisions.
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