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February 2003

On behalf of the IBM Endowment for The Business of Government, we are pleased to present this report,
“IT Outsourcing: A Primer for Public Managers,” by Yu-Che Chen and James L. Perry.

One of the emerging technology trends in recent years has been the practice, in both the public and the
private sectors, of outsourcing information technology activities to contractors outside the organization.
Examples of information technology services that are now being outsourced include the management of
networks, data center services, call center services, web hosting, and application services. This important
report by Professors Chen and Perry describes the reasons for this trend and provides a five-phase process
model that government executives can use in making, and then implementing, the decision to outsource IT
activities.

While this report focuses specifically on IT outsourcing, it also describes the changing nature of the pro-
curement process in the federal government. In the past, government has used the traditional procurement
model in which they buy equipment or services and then use a “command and control” approach to the
procurement. Under the new model described by Chen and Perry, government moves toward a partnership
in which equipment or services are leased, and the service is managed, not the goods. This approach will
require a dramatic change in the behavior and training of government procurement executives. 

We trust that executives throughout government will find this report both informative and useful as they
consider the option to outsource any of their information technology activities. We also trust that this report
will continue to expand our understanding of new approaches to procurement throughout the federal
government.

Paul Lawrence Ian Littman
Co-Chair, IBM Endowment for Co-Chair, IBM Endowment for
The Business of Government The Business of Government
paul.lawrence@us.ibm.com ian.littman@us.ibm.com
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Information technology (IT) outsourcing is an
emerging phenomenon. With the increased use 
of IT to secure the nation and deliver public infor-
mation and services, public managers look for
innovative ways of quickly and effectively meeting
the needs of the nation. IT outsourcing meets those
needs by providing skilled IT personnel, state-of-
the-art applications, cost-effective infrastructure,
and quick deployment. Although it carries poten-
tial benefits, IT outsourcing also comes with risks
such as loss of control over service quality. 

This report provides public managers with informa-
tion about scope, trends, and development, and
with tools to meet the challenge of managing and
succeeding at an IT outsourcing project. IT out-
sourcing is broadly defined as the utilization of
external organizations for the production and provi-
sion of IT services. Managing an outsourced IT
service becomes more complex when agencies are
heavily involved in its production and provision.
Recent market trends show signs that IT outsourcing
is maturing and that established government con-
tractors and integrated solution providers are emerg-
ing as winners. Recent developments have marked
security (information assurance) as a prominent
concern for public agencies and a preference for
the partnership model for IT outsourcing.

Knowledge about costs and benefits of IT outsourc-
ing allows public managers to critically evaluate
their options and later think creatively about the
best way to achieve their goals. Benefits include
access to advanced technology, meeting the
demand for skilled IT personnel, quick deployment,

flexibility in choosing appropriate technology,
cash flow management, and cost savings. 

On the other hand, there are also costs/risks. The
most significant of these include loss of control
over service quality, security vulnerability, disrup-
tion of services, management complexity, lengthy
procurement process, union pressure, and budgetary
uncertainty. With in-depth knowledge about
costs/risks, public managers can manage IT out-
sourcing projects more effectively.

The tools offered by this primer include guidelines
and the process-oriented way of effectively managing
IT outsourcing. To be successful, public managers
need to shift their focus from procurement to service
and relationship management. Moreover, resource
input into the IT outsourcing relationship should be
provided and sustained throughout its life cycle.
Another critical success factor is the development and
upgrade of contract and service management capac-
ity. In the management of a service contract, frequent
quality communication needs to be in place to foster
partnerships and cope with changing service needs.

The process model for managing an IT outsourcing
project consists of five phases: (1) determining a
sourcing strategy, (2) analyzing sourcing needs and
the operational relationship, (3) selecting a vendor
and negotiating contracts, (4) making the transition
to the service provider, and (5) managing the per-
formance of the service provider. Each phase flows
directly from the previous one. The specific guide-
lines for each juncture of decision making are
detailed in the section on recommendations.

E X E C U T I V E  S U M M A R Y
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Background
IT outsourcing has recently emerged as a popular
means to meet the demand for e-government ser-
vices. Government IT outsourcing is expected to 
be the fastest-growing segment of the overall fed-
eral IT market. The growth rate is estimated to be
about 16 percent per year between fiscal year 2001
and 2006, reaching $13.2 billion.1 One of the most
recent visible IT outsourcing projects was the recent
Navy-Marine Corps Intranet (NMCI) contract. The
$6.9 billion NMCI contract, awarded in October
2000, was the biggest technology outsourcing
contract ever.2 Other large outsourcing opportuni-
ties are also on the horizon. The $4 billion HUD
Information Technology Services program and the
$2 billion communication infrastructure for the
state of Georgia are two examples (Wait, 2002).

The continued push for federal IT spending is the
result of the confluence of several factors. First, the
Bush administration has continued and expanded
the emphasis on e-government projects. In a 2001
count, there were 1,371 unique federal e-govern-
ment initiatives (GAO, July 2001). The e-government
initiatives are expected to grow due to legislative
mandates for the reduction of paperwork and 
regular reviews of information and security prac-
tices.3 Second, the use of information technology 
is regarded as a critical element in protecting home-
land security. Due to the war on terrorism, our
nation’s cyber critical infrastructure is at greater
risk. As a response, the federal government has
taken some initial actions to improve federal infor-
mation system security. However, more needs to 

be done to deal with the growing threat of com-
puter-based attacks according to the General
Accounting Office (GAO, July 2002). Therefore,
information assurance—the protection of sensitive
information systems and networks—is likely to be
at the top of the administration’s agenda for the
Department of Homeland Security. 

The aforementioned two factors coupled with the
need for quick deployment and a shortage of IT
workers in government make IT outsourcing an
attractive option. Quick deployment is critical in
dealing with security threats. The recent upgrade 
of information technology at the Federal Bureau
of Investigation illustrates the importance of quick
deployment to address security threats. Technology
companies are generally better equipped to deploy
technology solutions more quickly because of their
IT capabilities. The shortage of in-house IT talent to
handle the complexities of government IT projects
forces government to embrace IT outsourcing. To
counter this shortage, the government has made
various efforts to keep IT talent in government
(National Academy of Public Administration, 2001).

IT Outsourcing: Opportunities and
Challenges

IT Outsourcing

IT outsourcing is the utilization of external organi-
zations for production/provision of information
technology services. Network, desktop, applica-
tion, and web hosting are examples of commonly
outsourced IT services. 
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This report introduces public managers to IT out-
sourcing. It consists of three parts. The first defines
IT outsourcing and discusses recent trends and
developments. Against that background, the next
part examines the benefits and risks associated with
IT outsourcing. Knowledge about the costs and
benefits can empower public managers to make
an informed decision to realize the full potential
of IT outsourcing. The third part presents a practical
methodology for thinking systematically about
management issues and strategies related to IT 
outsourcing, including the evaluation of costs and
benefits. The proposed methodology is process 
oriented. This process is composed of five phases—
starting with aligning IT outsourcing to organizational
strategies and ending with the management of its
implementation. Examples and illustrations are
provided.

Defining IT Outsourcing
IT outsourcing is the utilization of external organi-
zations for provision of information technology
services. A wide range of services is available
from IT vendors. Currently, the information tech-
nology services outsourced by federal agencies
include network services, data center services,
desktop, call centers, web hosting, and application
services. 

Although the types of IT services outsourced are
easy to understand, they do not dictate a proper
management strategy. Application services, for
instance, are not necessarily more difficult to man-

age than web-hosting services. A more productive
way of looking at an IT outsourcing arrangement 
is to examine the entire spectrum of relevant man-
agement tasks (see Figure 1). At one end of the
spectrum, client agencies outsource the develop-
ment, implementation, and coordination of IT
services. For instance, if an agency wishes to auto-
mate and put its recruiting process on the web, it
uses a vendor who has already developed the soft-
ware program for that purpose and owns the facility
to host the site. The agency’s tasks are to provide
content and monitor the service performance. 

At the other end of the spectrum, the client agency
is heavily involved in the development, implemen-
tation, and coordination of IT service. This service
is then usually highly customized to the needs of
the client agency. In addition, the client agency is
left responsible for support and maintenance of the
IT services as well as the integration of hardware,
software, information, people, and support. As
agencies move toward this end of the spectrum,
they usually face longer timeframes for development
and deployment and higher costs for coordination
and support. 

In addition to the extent of outsourcing, the man-
agement challenge continues to grow with the 
integration needs and the scale of the project.
Information technology services involve the use 
and management of hardware, software, people,
information, maintenance, and support. The more
comprehensive and integrated the services provided
by a vendor, the less work on the side of the client

Agencies  Involvement in the
Development, Implementation, 

and Coordination of 
Outsourced IT Services

Focus on Managing
IT Service Quality

Focus on Managing the
Production and Provision 

of IT Services

Low High

,

Figure 1: Spectrum of IT Outsourcing: A Managerial Perspective

Two Factors Affecting the Amount of
Management Efforts

• Integration Needs
• Scope of the Project



7

IT OUTSOURCING

in bringing different components together. For exam-
ple, if the network service providers offer only the
hardware installation and upgrade, the client orga-
nization needs to pick up the software and support.
Cross-functional integration of information systems
may further strain agencies’ resources. The out-
sourced IT service is more easily managed when 
it can function independently or interface easily
with the rest of the information systems. If this is 
not the case, the client organization, at the very
least, needs to play the role of system integrator.
As a result, the organizational resources required 
to carry out the integration can be overwhelming.

The scale and complexity of the IT outsourcing
arrangement also have bearing on the management
effort. The larger and more complex an IT outsourc-
ing arrangement gets, the more resources there are
involved in coordinating, preparing for transition,
and monitoring later on.

Trends and Recent Developments
Public managers need to understand trends of IT
outsourcing to manage outsourcing effectively. Both
the IT outsourcing marketplace and the client orga-
nizations’ utilization have seen significant changes
over the past few years. The IT outsourcing market
has gone through a shake-out period and become
more mature. The most visible example is outsourc-
ing application services. Initially, a large number of
new and established companies entered the market
for application services in late 1999. After over two
years of severe competition and market change,
only a small number of vendors remain in the
market. The successful vendors in the federal out-
sourcing marketplace are those well-established
major contractors of government services who have
established new IT service areas to meet the chang-
ing needs of their federal customers. After the
shake-out period, the IT outsourcing market has
become more mature. The vendors who provide
value to customers and have a sound business
model are able to survive and prosper. 

Two types of vendors have become the main forces
in the IT outsourcing market. The first type is the
total solution provider, who offers an integrated
solution for network or other services. It acts as a
single service point for all IT service needs that an

organization is willing to outsource. These total
solution providers integrate various information 
systems, providing hardware and software, and
training and support. The second type of vendor
includes those that are highly specialized in one
type of service and have the capability of integrat-
ing with all remaining systems. 

Two recent developments in the federal IT out-
sourcing marketplace are the emphasis on security
services and the move to a partnership model.
Information technology has taken on an important
role in defending the country against terrorist
threats. The use of biometrics for authentication
and advanced encryption-standard codes for secure
transmission of information are just two examples.
The projected growth in IT security spending is
evidence of this development. Out of $15 billion
allocated for IT in the current administration’s 2003
budget, $4 billion is earmarked for IT security proj-
ects.4 Moreover, the emphasis on security matters 
is also seen in some traditional government con-
tractors that wished to capture some piece of the
market.5 Government contractors have added secu-
rity features that analyze the vulnerability of every
part of IT services provided. 

The other development is the growing popularity 
of partnerships between government and the tech-
nology industry. The administration, in its effort
to combat terrorism, is creating public-private 
partnership models to protect the nation’s critical
infrastructure.6 This partnership model has been
fueled by its success in e-government efforts.
The quick deployment of the General Services
Administration’s electronic payment systems for
government is a case in point. Partnership models
also provide a wide range of financial options
for the Interagency Public Key Infrastructure.7

Two Recent Developments 
of IT Outsourcing

• Growing emphasis on security (information 
assurance)

• Move to a partnership model of outsourcing 
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One type of IT outsourcing that has become popular in
recent years has been web hosting. The following are
types of web hosting that have emerged. 

1. Virtual or Shared Hosting
In this model, the Internet Service Provider (ISP) pro-
vides the hardware, network, and, in some cases, data-
base software for their clients on a lease basis. The
managed services such as network management/moni-
toring, backup/ recovery, operating system, server hard-
ware, firewalls, and database administration are
provided fully by the ISP staff. The clients are given lim-
ited access to the servers to maintain the application
code and the website metrics data. 

Advantages: 
• Typically this solution is popular because it is cost

effective.
• Customers do not need to integrate the infrastructure

as well as maintain it.
• Leasing the infrastructure is always easier than pro-

curing it.
• For the public sector, this is an effective solution for

the unclassified type projects with limited budgets.

Disadvantages:
• Performance is a major issue as the servers and the

network are shared among many clients.
• Security is also another big concern as the firewalls

and web/application servers are shared. 
• Configuration management becomes complicated.
• May not pass government security audits if the servers

that host government applications are shared with
non-governmental clients.

• Not a suitable solution for mission-critical applica-
tions as the system uptime is dependent on many
shared activities.

• Risk of exposure if the ISP goes out of business.

2. Dedicated Hosting
In this model, the ISP provides the dedicated infrastruc-
ture—i.e., firewalls, servers, backup—on a lease basis.
The managed services such as network management/
monitoring, backup/recovery, operating system, server
hardware, firewalls, and database administration are 
provided by the ISP staff. Clients are given limited access
to the servers to maintain the application code and the
website metrics data. 

Advantages: 
• Superior system performance as the infrastructure 

is dedicated.
• Better configuration management and security.

• Customers do not need to integrate the infrastructure
as well as maintain it.

• Leasing the infrastructure is always easier than pro-
curing it. 

• For the public sector, this is an effective solution for
the unclassified as well as sensitive but unclassified
type projects.

• With performance-based contracts, government can
closely monitor the quality of the services provided by
the ISP.

• Guaranteed uptime is achievable.

Disadvantages: 
• This solution is expensive as the infrastructure is 

dedicated.
• Risk of exposure if the ISP goes out of business.

3. Co-Location Hosting
In this model, the ISP provides only physical space,
bandwidth, power, and limited managed services. Clients
bring their own server hardware, operating system, soft-
ware, and database. Clients’ staffs install and maintain
their systems by themselves. In some cases the clients
may use the shared backup and network monitoring/
management services of the ISP to make the solution 
more cost effective.

Advantages: 
• Superior system performance as the infrastructure 

is dedicated.
• Better configuration management and security.
• For the public sector, this is an effective solution for

the unclassified as well as sensitive but unclassified
type projects.

• With performance-based contracts, government can
closely monitor the quality of the services provided by
the ISP.

• Guaranteed uptime is achievable.
• Easily can pass government audits.
• The system can be transferred to another location 

easily if the ISP goes out of business.

Disadvantages: 
• This solution is expensive as the infrastructure is 

dedicated.
• Longer government procurement cycles can delay 

the project deadlines.
• This solution is for clients who have bigger budgets 

as well as their own staff to maintain their systems.

IT OUTSOURCING

IT Outsourcing: Web Hosting as a Case Study
By Ranapratap Chegu, Principal Consultant, IBM Business Consulting Services
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(Interagency Public Key Infrastructure is a federal
effort to provide the hardware and systems, stan-
dards, and policies necessary to secure electronic
transactions across federal agencies.)

To cope with the changing IT market and service
needs, a growing trend among client organizations
is the use of large integrated service providers or
system integrators as their vendors. This use is
prompted by the risk associated with merger and
acquisition, or sometimes even bankruptcy, of
small vendors. Another advantage of working with
large system integrators is the flexibility in using
most advanced technologies. System integrators are
not bound to any technology, and they integrate
various technologies as they help improve services.
A complementary strategy is to build management
capability to scan the market horizon and under-
stand developments in technology and service
needs as they arise.

An understanding of the recent developments and
trends makes public managers aware of emerging
issues. However, deciding on and managing an IT
outsourcing project is a complicated undertaking. 
A thorough examination of value propositions and
potential drawbacks is critical for determining the
utility of outsourcing. Therefore, the next section
offers public managers comprehensive lists of
advantages and disadvantages of IT outsourcing 
to facilitate an informed decision.
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The successful management of IT outsourcing
arrangements requires an understanding of their
benefits and the associated costs/risks. Realizing
the full potential of IT outsourcing involves maxi-
mizing the benefits and minimizing the risks. As 
a result, this section examines both the advantages
and disadvantages of IT outsourcing. The rapidly
changing landscape of the IT outsourcing market
poses challenges to public managers, which
requires long-term planning. 

Benefits 
IT outsourcing, if properly managed, has several
advantages over in-house provision of services.
First, IT outsourcing gives client organizations
access to experienced advanced technology and
experienced personnel. Client organizations usually
start to consider an outsourcing arrangement when
planning a significant upgrade of IT services. The
advanced, proven technology available from ven-
dors can assist client organizations in accomplish-
ing their missions. Client organizations are likely 
to get the best-of-the-breed technology services. 

IT outsourcing also addresses one of the main
problems facing federal agencies in carrying out
large IT projects—the shortage of IT personnel.
Because vendors have a specialized IT workforce
for the services they provide, they are able to
meet the demands for skilled IT personnel. 

Quick deployment is regarded as another advantage
of IT outsourcing over in-house service provision.
As far as new and significantly expanded IT services
are concerned, outsourcing has an advantage over

in-house provision. In-house provision requires
hiring a large number of new IT personnel, inte-
grating old and new systems, establishing the IT
infrastructure, and making procurement decisions
for various components that go with the new ser-
vices. This can be a daunting task. In comparison,
vendors can provide a packaged solution that
comes with personnel, infrastructure, integration
services, and support. If the vendors are experi-
enced in particular types of services, many systems
are tested and potential problems are better antici-
pated. The deployment time can often be less than
half of the time required for in-house provision.
Moreover, deployment is critical when new IT
capabilities need to be acquired quickly. For exam-
ple, some IT systems and infrastructure need to be
quickly updated to ensure security.

Benefits and Costs/Risks 
of IT Outsourcing

Benefits of IT Outsourcing

• Access to advanced technology

• Greater ability to meet the demand for skilled
IT personnel

• Quick deployment

• Flexibility in the choice of technology and mod-
ules

• Improvement of cash flow management

• Cost savings
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IT outsourcing also provides client organizations
with flexibility in the choice of technology and
modules. One of the biggest drawbacks of in-house
IT service provision is the fixation on the purchased
technology. The large capital investment in IT equip-
ment for in-house service provision sometimes
forces the continued use of obsolete technology
due to financial reasons. Given the fast-changing
nature of technology, outsourcing allows for better
risk management. The risk is shifted to vendors
because they are responsible for technology
upgrades.

In addition, outsourcing usually helps client
organizations with cash flow management. An 
outsourcing arrangement typically charges client
organizations on a fee-for-service basis, and client
organizations subsequently do not need to make a
large initial capital investment. 

Cost savings are another reason for IT outsourcing.
Economies of scale may allow vendors to provide
services at a lower rate than that of in-house provi-
sion. Multiple client organizations may share the
same IT infrastructure as the vendor. The cost of
maintaining a specialized support crew is also
shared by a number of client organizations. The
cost savings are especially significant when acquir-
ing a highly specialized service, which is usually
expensive. 

Costs/Risks 
IT outsourcing can expose client organizations to a
number of costs/risks. One of the primary concerns
is the loss of control over service level and service
quality. Once an IT service is outsourced, the proj-
ect scope, technologies, costs, and IT direction of
the client organization are some of the factors that
may be beyond the direct management control
usually available to in-house service provision
(Ware, 2002). Control is particularly difficult when 
a large gap exists between the client organization’s
knowledge of services and the vendor’s. Client
organizations have difficulty validating any claims
that vendor organizations make, because they may
not have access to critical information possessed 
by the vendor for claim validation.

Security is another risk factor. Critical data may be
stored in a facility outside the client organization.

The network-connected information systems of the
client organization and those of the vendor may be
subsequently subjected to security threats. If the
main technology infrastructure of vendors is
shared by multiple client organizations, there can
be multiple sources of security threats. Security
can also be an issue when security practices are
problematic. Personnel training and background
screening of IT personnel are important in address-
ing security threats.

The stability of vendors is considered by many client
organizations as a major risk factor. Unlike public
organizations, the survival of vendors is dictated by
the rules of the marketplace. Vendors that provide IT
services may go out of business without clear warn-
ing signs. When that happens, client organizations
may need to start the outsourcing process all over
again. Merger and acquisition also pose problems
for client organizations. It is commonplace in the
information technology industry to go through an
initial boom and then shake-out period. Merger and
acquisition are ways of restructuring the industry. If
there are no terms and conditions specified in the
outsourcing contract, client organizations may find
themselves renegotiating them.

Managing and maintaining an outsourcing contrac-
tual relationship poses some risks. After the contract
is negotiated, client organizations need to transfer
their technical and personnel resources to the ven-
dor. Client organizations, if not properly prepared,
will likely run into problems of poor service quality
or a mismatch between organizational needs and

Costs/Risks of IT Outsourcing

• Loss of control over service quality

• Possibility of compromised security

• Possibility of service disruption due to instabil-
ity of vendors

• Increased complexity of managing and monitor-
ing the outsourcing contract

• Prolonged procurement process

• Union pressure and budgetary uncertainty
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service delivered by vendors. The complexity of
relationship management is usually underestimated.
If the transfer of knowledge about the existing sys-
tem or needs for a new system at various levels of
the organization is neglected or done poorly, the 
IT outsourcing arrangement may function efficiently
but not in alignment with the organization’s strategic
goals. Lack of proper monitoring of service level by
the client organization may put it at risk of running
into major service disruption. Poor communication
and lack of a joint problem-solving mechanism may
cause missed opportunities for early problem detec-
tion and continuous improvement.

In addition to the aforementioned ones, two addi-
tional risk factors are relevant to public sector IT
outsourcing projects. Compared with in-house provi-
sion, government outsourcing must go through the
procurement process. Complex rules and proce-
dures could drain a client organization’s resources.
Another complication associated with the lengthy
procurement process is the possibility of changing
technology and leadership. The key piece of tech-
nology identified in the initial contract may have to
be reexamined and some of the service terms may
need to be renegotiated. Leadership may change if
the procurement process takes a long time. This all
adds to the challenge of maintaining a working
relationship with vendors. Moreover, complex rules
and procedures can create entry barriers and limit
the selection available to client organizations.

IT outsourcing is even more complicated in the
public sector when union pressure and uncertain
budgetary support are present. The treatment of IT
personnel involved in an IT outsourcing deal has
a great impact on the success of the project. The
importance of this issue is reflected in several recent
IT outsourcing projects. The state of Pennsylvania’s
outsourcing project, for example, guarantees that
nobody will be laid off (Tungate, 2002). An addi-
tional example is NMCI, which has a transition 
program to help their employees change from the
public sector to the private sector work environment.

Key Features of Pennsylvania’s Data
Center Outsourcing Contract

• No need for restructuring or disrupting current
IT workforce

• Service-oriented contract with flexibility and
benchmarking

• Use of service-level agreements

• Services for making transition from the state to
the vendor

• Disaster recovery as a priority
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IT outsourcing usually goes through various stages
from the initial decision to evaluate the viability
of IT outsourcing to the implementation of an out-
sourcing contract. A process model can help in
three ways. First, it is comprehensive enough to
capture operational and management issues that
could otherwise be ignored. For example, if man-
agers think through the transition and management
involved in an outsourcing project, they will have 
a better chance to succeed. The other advantage is
the general applicability of the model. Despite the
fact that situations may be different for various
client/vendor arrangements, the process model is
able to capture the management issues that are
common for all IT outsourcing arrangements. For
example, the need for organizational input in tran-
sition management is probably the same for all

arrangements. Lastly, a process methodology is
adaptive to change. The main process remains rela-
tively stable over time. The new service priority, such
as security and business continuity, can be included
as items, for example, in the service contract.

The recent development of IT outsourcing highlights
the need for a shift in perspective. Traditional IT
procurement should be replaced with service-based
relationship management. A comparison of the old
and new models is detailed in the following section.

Shift in Perspective
A successful IT outsourcing arrangement requires a
shift in perspective. Traditionally, an IT outsourcing
arrangement has been treated as a procurement

A Tool for Managing IT Outsourcing:
A Process Methodology

Table 1: A Comparison of Traditional and New Approaches

Traditional Approach New Approach
(Procurement Model) (Outsourcing Model)

Methods of Obtaining Buy Lease
Equipment and Services

Management Relationships Directing and Commanding Partnership

Objects of Management Goods Services
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deal. With this approach, it is the equipment or
software that a client organization is getting. Most 
of the efforts go into crafting contracts, finding an
appropriate vendor, and negotiating contracts.
There seems to be little effort put into what hap-
pens after the contract is finalized and equipment
delivered.

However, to fully realize the potential of an IT 
outsourcing arrangement requires a different per-
spective. It is no longer the IT equipment but the 
service that is the center of management. As a
result, the new direction should be on a relation-
ship management that secures the quality and
level of services provided by the vendor.

A partnership approach to relationship manage-
ment becomes an imperative when the risks and
uncertainties are high (Ware, 2002). A partnership
helps both parties stay on the course of mutual
benefits, and the long-term perspective helps find
win-win solutions to risks and uncertainty. Contracts
are probably unable to anticipate all contingencies.
Given the possible disparity between client organi-
zations and vendors regarding specific knowledge
about an IT operation, client organizations need to
rely on vendors to be forthcoming about potential
problems or better solutions. In this case, a partner-
ship can go a long way.

Another imperative is the integration of security
concerns in the IT outsourcing arrangement.
Security should not be treated as an afterthought.
Rather, it should now be the centerpiece of IT
outsourcing arrangements. As a result, the process
model presented here will incorporate information
assurance concerns at every phase. This should be
done in a partnership approach. Client organizations
and vendors need to work together to identify all

security risks and jointly develop measures for 
minimizing them. 

Critical Success Factors for the
Process Model
Strong management support and involvement
throughout the entire life cycle of an outsourcing
arrangement is key to the success of this process
model. IT outsourcing is a process with integrated
steps and components. To properly address these
interrelated issues at various stages, management
support needs to be there at every stage of the
process. A recent GAO report on desktop outsourc-
ing has confirmed the importance of high-level
management support (GAO, March 2002). Top
management involvement is particularly helpful 
in the transition from existing in-house service pro-
vision to a vendor. At minimum, there should be a
management team that oversees the entire process
of the outsourcing arrangement. 

Moreover, management should allocate enough
time and sustain resource input for all stages of the
outsourcing process. One of the common problems
for IT outsourcing is underestimating the time and
resources involved. A successful outsourcing proj-
ect requires an intensive analysis of organizational
needs, which is time consuming and resource
intensive. The subsequent contract negotiation,
transition, and implementation are equally demand-
ing for time and resource input if the goal is to
have a structured contract with smooth implemen-
tation. Moreover, public sector outsourcing, due to
procurement requirements, may take a long time
and require budget approval. Another time- and
resource-consuming stage of the process is the tran-
sition from in-house to vendor service provision. 

The IT outsourcing management team needs to
have strong procurement and relationship manage-
ment skills and knowledge. IT outsourcing demands
that the management team has the appropriate
knowledge and skills about vendor selection, con-
tract negotiation, and contract implementation. The
relationship-based nature of successful outsourcing
requires a partnership perspective. The outsourcing
of desktop services has demonstrated this point
(GAO, March 2002). A management team needs to
update its knowledge and skills continuously. For
example, an IT outsourcing management team

Two Imperatives for the New 
Managerial Perspective

• Partnership approach to managing service 
outsourcing arrangement

• Integration of security concern throughout 
the IT outsourcing life cycle
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needs to learn about the implementation and
update of Circular A-76 to do a successful out-
sourcing procurement. 

The fast-changing nature of technology forces the
management team to constantly learn about the
best service model and adapt to it. Managers at
various agencies have been developing new man-
agement tools, such as flexible payments based on
service use. Given that, utilizing a learning network
through professional organizations is a good way 
of keeping the management team updated. For
example, human resource staffs across federal
agencies can learn from one another about best
practices in IT outsourcing for HR services. This is
particularly the case in the information assurance
area, which has a short history of development.
With a new understanding of security vulnerabili-
ties, public managers need to devise a better ser-
vice management strategy. 

Frequent communication of technical and manage-
ment issues should occur at all phases. This is
critical for maintaining a partnership that hinges 
on a common understanding of the long-term
mutual benefits. The constant exchange of vital
information helps manage the IT outsourcing rela-
tionship. Moreover, frequent communication is the
main mechanism to address changes in priority and
service needs. Information assurance was not a pri-
ority of information technology service a few years
ago, but it is a top priority today. Service needs
may change significantly in about a year and may
warrant a refinement of the performance matrix

(Dorobek, 2002). Since change is the only constant,
frequent communication is required for agencies
and vendors to work together to focus on results
that are responsive to new needs. Although the
focus may be different at different stages, the main
principle stays the same—frequent and open
communication. 

A Process Model
A process-oriented model is an effective tool for
public managers to manage IT outsourcing from
start to finish. A graphic illustration of the model 
is captured in Figure 2. The process begins with a
clear definition of organizational goals and how a
sourcing strategy would help achieve these goals.
Within that framework, in Phase 2, sourcing needs
are analyzed and the operational relationships are
designed to meet those needs. Phase 3 follows and
focuses on vendor selection and contract negotiation.
In the process model, there is a strong emphasis on
analysis and design of service needs and the con-
tract because they lay the foundation for actual
implementation. The fourth phase is the transition
to the external service provider, and the last phase
is the management of service performance. There
could be an overlap between the last two phases
when the transition is done incrementally.

Phase 1: Determining a Sourcing Strategy
When is a good opportunity for government agen-
cies to consider IT outsourcing? There are four
plausible scenarios. First, the existing IT outsourcing
contract is up for renewal and the service level is
unsatisfactory. An agency is probably going to con-
tinue using IT outsourcing but needs to look for a
vendor with a better fit. Another opportunity is the
major upgrade of the existing IT infrastructure. This
is usually a good time to think about the advantages
and disadvantages of outsourcing IT infrastructure.
The third possibility is a mandate from Congress to
quickly acquire new capabilities that are very diffi-
cult to acquire with existing in-house personnel.
The last main scenario is when an agency is plan-
ning on reengineering its business process and 
may try to take advantage of capabilities available
at vendors. 

The sourcing decision should be in alignment with
the organization’s long-term strategy. Client organi-
zations need to integrate IT outsourcing into their

Critical Success Factors 
for IT Outsourcing

• Top management support and involvement

• Ample time and resource input

• Strong procurement and relationship manage-
ment skills

• Continuous learning and service benchmarking

• Frequent communication between agencies and
their service providers
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strategic goals (McIvor, 2000). IT outsourcing should
not be treated as an afterthought or last-minute
solution to an immediate problem, but should be
an integral part of organizational efforts to achieve
long-term strategic goals. A strategic intent can be
the improvement of existing IT services or acquisi-
tion of new service capabilities for business impact.

Strategic alignment is the extent to which the pro-
posed outsourcing arrangement helps achieve 
the strategic objectives. For example, one of the
main strategic goals behind the Federal Aviation
Administration’s (FAA) decision to outsource part
of their cost-accounting system was to gain specific
cost-accounting information on each of their four
main service areas. The alignment of a proposed
outsourcing arrangement, then, is whether it is a
good fit with what the FAA wanted.

Another common strategic goal of outsourcing is 
to focus resources on core competence. When an
in-house IT service is not central to the organiza-
tion, outsourcing it can help free up IT personnel 
to focus on the core. Network and application
support, for instance, may not be central to a
human resources department. In this case, it is of
strategic value to outsource network and application
support to a vendor and transfer in-house IT person-
nel to assignments on core business activities.

The process of deciding a sourcing strategy should
also be thorough. A useful strategy is to go through
the lists of benefits and costs associated with IT
outsourcing mentioned in the previous section. In
the list of benefit and cost items, emphasis should
be placed on security and business continuity. For
public managers, one main question is whether ven-
dors have a stronger capability than their agencies

Phase 1:
Determining a 
Sourcing Strategy

Phase 2:
Analysis of Sourcing Needs
and the Operational
Relationship

Phase 3:
Vendor Selection and 
Contract Negotiation

Phase 4:
Transition to the 
Service Provider

Phase 5:
Managing the Performance
of the Service Provider

Figure 2: An Illustration of the Process Methodology for Managing IT Outsourcing
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in meeting stringent security requirements for IT
services to be outsourced. An IT outsourcing pro-
ject is justifiable only when security concerns can
be properly addressed. Business continuity should
also be one top item on the strategic evaluation
of an outsourcing project. The preparedness for dis-
ruption or changing priorities should be factored
into an outsourcing project. Without a contingency
plan, government may be compromising its mission
of serving its citizens. 

Lack of thoroughness in checking all the cost/risk
items may have serious consequences later on.
One common problem is the underestimation of
resource needs for managing an IT outsourcing
relationship. Monitoring service performance, col-
laborating on service problems, and negotiating 
for changing service needs all require management
and IT resources. A useful way of mapping main
benefits and cost items is to think through the cost
of the entire IT outsourcing process, even the cost
of ending the contract (Bendor-Samuel, 2002).

A careful analysis of sourcing strategy should go
beyond checking the value proposition based on
the advantages and disadvantages of IT outsourcing
to address the full range of organizational implica-
tions. Organizational change, personnel change,
and management capability are three main impli-
cations of IT outsourcing in the public sector. An 
IT outsourcing arrangement usually implies a par-
ticular organizational change, such as closing an
existing office or establishing a team working with
vendors. Continuation of an existing outsourcing
project with a different vendor does not involve 
a major shift of organizational culture or resource
allocation. In comparison, outsourcing a service
currently done within the organization may be a

greater challenge due to the need for management
practice and personnel changes. 

Another outsourcing concern is labor. Government
needs to abide by civil service rules that govern the
hiring and firing of civil servants. For a public sec-
tor project, for example, job security for existing IT
workers is usually a main issue that needs to be
addressed. A sourcing plan should include a clear
strategy for managing the IT workforce. One way to
deal with labor concerns is to ensure job security
for current IT employees. For example, the state of
Pennsylvania’s outsourcing project has a provision
for job guarantees for the existing IT workforce. In
general, public managers can either restructure the
responsibilities of their IT employees or help them
make the transition to the private sector. 

Building the management capability should be an
integral part of a comprehensive sourcing strategy.
Government agencies need either to rely on their
in-house expertise for evaluating IT outsourcing
arrangements or to work with an IT consultancy
when they need advice. At any rate, a strong base
of technical knowledge and management know-
how should be formed at this phase to carry out
the tasks delineated at the second phase. 

A related management effort for public managers 
is to gauge or gain organizational support. Public
managers should get key stakeholders involved in
the process. Stakeholders include the affected IT
employees, top management, interest groups, and
Congress. These stakeholders should be involved
even at the early stages in the outsourcing process.
They will offer great insight into the strategic fit of
the IT outsourcing project, labor issues, and the
level of support.

The deliverables of this phase include a preliminary
assessment of the strategic fit of proposed IT

Issues Related to Sourcing Decisions

• Strategic Objectives

• Extent and nature of organizational change

• Labor implications

• Management capabilities

Key Strategic Goals

• Service improvement

• Security

• Business continuity
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outsourcing arrangements and the formation of a 
management team. The assessment should address
security and business continuity. Moreover, it
should also explore the labor and political implica-
tions of the proposed project ideas. The formation
of a management team is the first step for commit-
ting organizational resources. This commitment is
necessary for a thorough analysis of both sourcing
needs and the operational relationship, which will
be discussed next. 

Phase 2: Analysis of Sourcing Needs and the
Operational Relationship
The primary objective of this phase is to develop 
a more detailed analysis of sourcing service needs
and the operational relationship structure for meet-
ing those needs. The identification of sourcing needs
should be an elaboration of the strategic role of
sourcing options, and organizational concerns
should therefore be at the center of the analysis.
For agencies that begin an IT project, having help
from veteran IT outsourcing agencies is critical. A
client organization, when crafting an operational
relationship, should first consider a partnership
model, which is a preferred method for addressing
risks and uncertainty in the area of information
technology.

Analyzing sourcing needs
Sourcing needs go beyond their conventional
meaning as a set of functionalities of IT services.
Service needs should include a quality aspect.
Government should formulate its service need

assessment based on strategic concerns. Security,
business continuity, reliability, service integration,
and other indicators are the main areas of service
needs in addition to specified functionalities. 

The need for security has become the central 
concern of IT outsourcing projects due to the pro-
tection of homeland security. The security need
is high when mission-critical or high-security infor-
mation is exposed by the proposed IT outsourcing
arrangement. For instance, a defense network
outsourcing contract is likely to command a high-
security requirement. In contrast, an agency that 
is not involved in any of the critical information
infrastructure may not need to meet stringent
security requirements.8 There are naturally varia-
tions in security needs for an IT service within an
agency. Desktop support probably requires less
security measures than application services for a
personnel information system holding confidential
information.

Business continuity should also be a top item on
the list of sourcing needs. Business continuity is
usually measured by uptime—the percentage of
time that a particular service is available. Common
examples of uptime are 99.99, 99.9, or 99 percent.
The other aspect of business continuity is about
providing uninterrupted service either by the cre-
ation of redundant service units or by immediate
backup-and-restore services in the face of major
disruptive events. Again, the level of business conti-
nuity required for a particular IT service may vary
with the service needs. A communication network
that supports a defense agency has no allowance
for any downtime. Built-in redundancy may there-
fore be a requirement. In comparison, an e-mail
service system for a transportation agency may not
be as critical. The preparedness for disruption or
changing priorities should also be factored into an
outsourcing project. 

In addition to security and business continuity, reli-
ability is another main service criterion. A reliable
service provider is responsive to agencies’ service
requests and meets them in a timely manner. In
analyzing an agency’s sourcing needs, the agency
needs to determine the level of reliability required.
One complaint of outsourcing agencies is that ven-
dors may give a service request a low priority. If not
specified contractually, a service request may take

Phase 1: Best Practices

• Achieve alignment of sourcing decisions to the
strategic goals of the organization. The main
justification for an outsourcing project should
be its strategic importance.

• Anticipate and manage the organizational
change implied by the outsourcing decisions.
Labor issues are paramount.

• Build management capability and organiza-
tional support. These are important organiza-
tional preparations for entering the next phase
of IT outsourcing decision making.
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days or weeks to be filled. Moreover, reliability
means that the vendor anticipates potential risk
factors and addresses them. Vendors need to have
mechanisms for analyzing vulnerability in the ser-
vice and a scheduled plan for addressing potential
problems. 

Service integration is the final important criterion
of service quality. It is the level of collaboration
between client organizations and vendors for ser-
vice production and delivery. A client organization
may outsource their desktop services. However,
client organizations must make clear how much
integration between them and the vendor is required
to cover all service needs. For example, a desktop
service may include the hardware, software, main-
tenance, and help-desk support. Vendors may be
responsible for all of these aspects of general soft-
ware programs. However, they may not wish to
support a more specialized software program. In
that case, client organizations and vendors need to
have a service integration plan to provide seamless
service, where all service needs are met regardless
of who bears the major responsibility.

Analyzing the sourcing needs involves a thorough
cost/benefit analysis. Meeting the service criteria
stated above comes with a price tag. Public man-
agers need to determine the proper service level 
by conducting a financial analysis of service needs.
Public managers need to specify a level of service
quality and service integration while balancing
financial and service concerns. A slight increase 
in service quality may incur a significant cost. For
example, to improve server uptime by .1 percent
(i.e., from 99.99 to 99.999 percent uptime), an
agency may need to pay as much as 5 percent

more of the total project cost. This may not be
financially justifiable for a personnel management
application. 

Security also comes with a price tag. For instance, 
a dedicated network, although more secure physi-
cally, usually costs more for the agency than a
network infrastructure shared by multiple agencies.
Whether the additional cost is justifiable depends
on how important security is to the proposed net-
work. With respect to the level of service integra-
tion, agencies also need to perform a balancing
act between cost and performance. Agencies need
to specify how integrated the service provider
should be and how much they are willing to pay
for a higher level of integration. 

What further complicates the analysis of sourcing
need is change. Service needs will probably change
over time as well as the financial condition of the
outsourcing agency. Managers should explore a
wide range of service scenarios to map possible
service needs. In addition, managers need to adopt
a mechanism to monitor, anticipate, and address
changing service needs. Failure to anticipate a
possible change in service needs may result in a
service-level contract that has very limited flexibility.
To cope with change, a scalable IT service infra-
structure is preferred, and a provision in the contract
to address change is necessary. 

Mapping operational relationships
After clarifying the sourcing needs, an outsourcing
management team needs to develop a plan for 
an operational relationship. The mapping of an 
operational relationship should keep its focus on
partnership opportunities. The relationship should be
consistent with the client organization’s long-term
strategic direction and proper allocation of human
resources outlined in the first phase. This operational
relationship needs to delineate the working relation-
ships among different units involved in the delivery
and use of IT services (GAO, November 2001).

The composition of the management team should
include key members of both the client organiza-
tion and the vendor. At the client organization, an
IT department and functional user groups are nat-
ural candidates. An IT department is able to bring
in its knowledge of current IT operations and the

Areas of Sourcing Needs

• Specific functionalities of proposed IT service

• Security

• Business continuity

• Reliability

• Service integration
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technical components of the transition. User
departments, such as a human resources depart-
ment, can communicate their service needs to the
vendors. Vendors are then responsible for the
actual production and provision of IT services.

In addition to determining the departments or units
involved, a management team needs to decide the
level of organization that is appropriate for the joint
effort and the appropriate team members. If the IT
services support the entire organization’s IT func-
tion and serve multiple departments, a high-level
manager should be a member of the IT outsourcing
team. The appropriate level of management is usu-
ally a function of the services outsourced. 

One key management task at this phase is to assess
the resource requirements. An IT outsourcing proj-
ect team needs to estimate the human and financial
resource requirements for operational tasks. Taking
a process-oriented and holistic view of IT outsourc-
ing helps cover all potential resource requirements.
Public managers need to think about the resource
needs beyond the first two phases of determining
sourcing strategies and needs. They need to budget
resources for all remaining phases of IT outsourcing.
Building and maintaining an operational relation-
ship involves intensive vendor selection, service
agreement negotiation, transition, maintenance 
of ongoing IT service projects, and performance
evaluation and service adjustment. Moreover, the 
management team at this phase should continue
involving key stakeholders, particularly the user
department and IT personnel. 

The deliverables of this phase include a request for
proposals (RFP), an internal operational plan, and
the formation of an IT outsourcing project team to
carry out tasks for the next phase. This proposal
will have guidelines for the service requests devel-
oped in this phase and the criteria for appropriate
vendors developed in the first phase. This detailed
planning up front is necessary for a client organiza-
tion to harvest the fruits of a strategic partnership
with a vendor. An internal operational plan will give
a clear indication of the organizational resources
involved and the composition of team members in
order to build a relationship with potential vendors.
The formation of an IT outsourcing project team 
can then help oversee the vendor selection and
subsequent intensive contract negotiations.

Phase 3: Vendor Selection and Contract
Negotiation
Vendors respond to an agency’s request for pro-
posals by submitting proposals. The agency then
reviews these proposals and undertakes the formal
procurement process. It should be understood
that vendor selection sometimes interacts with the
actual contract negotiation. During the contract
negotiation stage, agencies may request more details
about the service package provided by the vendor. 

Both vendor selection and contract negotiation
should follow the general guidelines and parame-
ters established in phases 1 and 2. These guidelines
and parameters should serve as the working frame-
work in which the IT outsourcing team operates.
For example, if security and improvement of cur-
rent IT service are the top two strategic concerns 
of the outsourcing agency, then it should look for 
a vendor that has strong security measures for their
IT services and that delivers a state-of-the-art ser-
vice package for improvement of existing services
within the agency. On the other hand, if an out-
sourcing agency operates in a relatively uncertain
environment, the contract negotiated should have 
a provision dealing with that uncertainty of service
needs. 

Phase 2: Best Practices

• Cover multiple dimensions of sourcing needs.
Security, business continuity, reliability, and ser-
vice integration needs are the main ones.

• Determine the level of service needs. A
cost/benefit analysis is useful for assessing the
proper level of service for each dimension.

• Anticipate the change in service needs. Public
managers need to anticipate any possible
change in service needs and usually prefer a
scalable IT solution.

• Build a team-based operational relationship that
meets the sourcing needs. Resource require-
ments as well as operational relationships
should be clearly stated and aligned with
sourcing needs.
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Vendor selection
Several general criteria are important for selecting
the right vendor. The first important one is the
alignment between the business solution for the
client organization and the vendor’s business objec-
tives (Embleton and Wright, 1998, p.1). The mutual
long-term benefits will help sustain a long-term rela-
tionship. Since the specific type of IT service is the
major strength of the vendor, the vendor is more
likely to maintain its market position. As a result,
the outsourced agency is more likely to have stable
and quality service from the vendor. 

Another important criterion is having the appropri-
ate skill set available at the vendor for achieving
the agency’s strategic objectives. For most public
agencies, the main reason for outsourcing is to gain
an advanced IT capability that is not available in-
house. Therefore, it is important to ensure that the
skill set available at the vendor is appropriate for
providing the advanced IT capability needed. 

Reliability is also key to successful IT outsourcing
(Ware, 2002). Client organizations should look for
market leaders and established players to ensure
some level of reliability. Public agencies need to
validate the reliability claim made by the vendors
competing for the IT outsourcing contract. One
method is to conduct on-site visits with vendors 
to have them demonstrate the reliability of their
services. 

Moreover, a qualified vendor needs to have a good
security package for the IT services it offers. A secu-
rity package includes both technical and managerial

aspects. The hardware, software, and facilities that
secure production and delivery of services are 
considered the technical aspects. For technical
considerations, one good source of information on
information assurance products is the information
assurance directorate detailing the national policy
regarding the evaluation of commercial information
assurance (IA) products. The management system
deals with a comprehensive vulnerability analysis,
security warning system, and procedures safeguard-
ing security. A vulnerability analysis establishes
an inventory of sources of threat to the information
system and/or network in question, including exter-
nal and internal threats. The vendor should have an
information security policy in place and documen-
tation that such a policy is actually being followed.

To address the risks associated with market and
technological changes, system integrators or
providers offering comprehensive packages are 
preferred. System integrators are useful for cushion-
ing against constant changes in technologies and
are likely to be more independent in choosing the
appropriate combination of software programs for
their clients. Their independence is particularly
strong when compared with software vendors who
also play the role of service providers. System inte-
grators are able to upgrade IT services based on
what is available on the market because their busi-
ness focus is on meeting client organizations’ needs
rather than pushing for a particular solution. Total
solution providers are preferred because of their
integrated services. 

Contract negotiation
Successful contract negotiation needs to adhere to
the following guidelines. First, negotiations should
focus on finding win-win solutions (Foster, 1996).
This is consistent with the spirit of strategic partner-
ship, which fosters flexibility and cushions against
risks and uncertainty. Open and frequent communi-
cation of service needs and organizational concerns
are a prerequisite for crafting a win-win solution.
Outsourcing agencies and vendors need to identify
the areas of complementary skills and resources.
Public agencies need to avoid a single focus on 
the lowest cost. This approach has proven to be
problematic in pursuing long-term gain from out-
sourcing arrangements (Bendor-Samuel, 2002).

Criteria for Vendor Selection

• Good strategic alignment between the agency
and its vendors

• Appropriate skill set on vendor side

• Reliability

• Availability of security and information assur-
ance package

• Ability to integrate various systems and deploy
new technologies
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Second, flexibility is a premium in service contracts.
As a result, scalable and modular solutions are pre-
ferred (Goldman, 1998). Flexibility is important for
coping with changing service needs. One approach
is to include a benchmarking provision in the ser-
vice contract. This provision usually requires the
vendor to benchmark best practices and constantly
improve its service quality by taking advantage of
new technology.

Third, the contract negotiated needs to have
clauses that address the risk factors mentioned in
the previous section. For example, the contract
needs to include some safeguard for client organi-
zations whose primary concern is lack of control.
Some additional control can be achieved by offer-
ing warranty and liability, terms for terminating a
contract, and dispute resolution mechanisms to the
client organization (Lee, 1996). 

Among all risk factors, security and business conti-
nuity need to be at the heart of a contract because
they are government’s primary concerns. In a ser-
vice-level contract, agencies should require the
statement of a security policy and practices that 
the vendor is going to take to maintain information
assurance. One method is to set up incident report-
ing requirements, where the vendor must report
incidents of security breaches in the information
systems supporting IT services. In addition, to
address the risk of unforeseen cost escalation, the
service contract should also include pricing and
payment terms for services (Lee, 1996). 

Lastly, a properly drafted contract also needs to
address transition and operational relationships,
and the transfer of both assets and personnel must
be specified. The operational relationship envisioned
in Phase 2 needs to be part of the service-level
agreement as well. Both parties should agree on a
formal management structure that oversees the
transition and contract implementation.

In this phase, the client organization has several
ways of better managing the process. One is to
continue utilizing a learning network to learn about
innovative ways to address changing service needs
and security issues throughout the entire phase.
Managers need to budget time and resources for
selecting vendors and subsequently negotiating items
in the service-level agreement. Managers should

also require a demonstration of key capabilities
such as business recovery (continuity) and security
measures. A site visit should also be required
before the client organization signs the agreement
(Embleton and Wright, 1998). 

Phase 4: Transition to the Service Provider
The transition of IT services from the client organi-
zation (or a previous vendor) to the contract winner
is a demanding and time-consuming task. In addi-
tion to the general involvement of an organization
in the development and implementation of IT ser-
vices, the amount of transition effort depends on
the scale of the project and independence of service
units. The resource demand is high when the transi-
tion involves the servicing of a large number of
units by the vendor. Transition is easier when the
IT service in question is itself a more independent
service unit.

Following some guidelines should help the
transition. The overarching principle should be 
the building of a long-term relationship based on
mutual interest. Information needs to be shared,
and open communication should be the norm.

Phase 3: Best Practices

• Select vendors that can best meet the sourcing
needs of an agency. Public managers need to
examine the alignment of business goals of the
parties involved, the complementary nature of
skill sets, the reliability of the vendor, and IT
security.

• Choose system integrators when available for
minimizing risks. System integrators have the
advantage that they are flexible and also cush-
ion against market instability.

• Negotiate a contract in the spirit of building 
a long-term partnership. It is better to seek a
win-win agreement by engaging in open and
frequent communication.

• Produce a service-level contract that addresses
risk factors and clearly delineates operational rela-
tionships. The service contract needs to be spe-
cific and flexible, and operational relationships
should be an integral part of the agreement.
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Ample resources also need to be allocated for
carrying out the transition. The joint management
team should provide financial and personnel sup-
port. The blueprint for the transition is outlined 
in the service-level agreement. The transition of 
the IT workforce involves both operational and
labor components. 

Information assurance should be a top item in the
transition plan. When the information and IT service
change hands, they are likely to be more vulnera-
ble to security breaches due to the involvement of
multiple parties. Therefore, the management team,
in making the transition, should first identify threats
to information assurance in the transition stage.
Threats may include, at a minimum, disgruntled
employees, migration of data and documents,
retirement of old IT equipment, and uncontrolled
access to new threats.

Operational documentation is critical in smoothing
the transition from in-house to an outside vendor.
One of the main barriers to transition is lack of
documentation of work procedure and inventory.
Vendors need to have a good understanding of
work procedure and user needs in order to pro-
vide services. Moreover, the inventory of existing
information technology hardware and software
related to the IT service in question is another criti-
cal document for the vendor. Another key piece of
information for service provision is baseline data on
past service performance. This will help document
the performance improvement brought by the vendor.

The transition of the IT labor force is more critical
for public sector organizations than for private
companies. Job security for the transition period is
very important. One way is to require the vendor to
hire government IT personnel affected by the con-
tract and to keep them for at least a year or two.
During that transition period, client organizations
should secure training programs for their affected IT
personnel. These personnel should be trained in the
new technologies and business processes brought
in by the vendor. However, one problem with
transition is the possible brain drain of the client
organization. The client organization should make
a conscious effort to keep some critical IT capability
in-house to monitor the vendor’s performance
(Hurley, 2001).

A smooth transition also requires the constant
attention of the management team that oversees 
the transition. Senior management members from
both organizations need to remain committed
through the entire process of transition (Goolsby,
2002). Sustaining the management effort is impor-
tant, because projects may take several years to
complete the transition. 

The management team should foster communica-
tion between the two organizations about problems
associated with the transition and ideas about man-
aging the transition. The management teams need
to ensure that, at all steps of transition, actions taken
should be in alignment with their strategic goals.

Phase 5: Managing the Performance of the Service
Provider
Service delivery is the ultimate test of the outsourc-
ing project, and management is the key to the
success of an outsourcing relationship. Two princi-
ples guide the management of an IT outsourcing
project. First, both the client organization and
the vendor should take a collaborative approach.
Public managers need to know exactly what
motivates the other party to provide service and
proactively ensure that their mutual objectives 
are met (Goolsby, 2002). Second, both parties

Phase 4: Best Practices

• Prepare proper documentation to smooth the
transition. Proper documentation is needed for
the relevant information systems, service needs,
and performance measures.

• Devote resources to facilitating a transition.
Human and financial resources should be in
place for a transition.

• Help the transition of in-house IT personnel.
Public managers need to provide training and
career help for the IT personnel displaced by
the outsourcing project.

• Manage the transition with a strong management
team. Strong leadership and management
commitment are critical for the time 
of change.
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should be open to changes. The vendor in particu-
lar should be in a position to continuously improve
its service by benchmarking best practices. The
client organization in turn should be prepared to
reengineer its business process to address changing
demands.

Performance management is the central theme of
the working relationship between client and ven-
dor. Previously ignored, information assurance is
now a critical dimension of performance. The col-
lection of reliable performance data, monitoring,
and communication are three indispensable com-
ponents of performance management. Performance
data need to be collected based on the performance
matrix developed in the service-level contract at
the contract negotiation stage. Collection of data
related to assurance information should include 
the documentation of security breach incidents,
commonly referred to as incident reporting. Service
uptime, response time, and user satisfaction are
some good indicators of service quality. 

Monitoring should be done at least on a daily
basis. The outsourcing management team needs 
to monitor the key performance measures daily,
including security performance. There should be
some triggers in place to alert IT service managers
of security vulnerability and poor performance.
Quarterly and annual reports help identify trends
and patterns. The team should measure perfor-
mance against the level of user satisfaction.
Periodic review of performance reports and the
refinement of the monitoring mechanism should 
be part of performance management routines.

Frequent communication is another key to suc-
cessful management of an IT outsourcing project.
Client organizations and vendors need to commu-
nicate technical and management issues associated
with the outsourced IT services. They can update
each other in an ongoing effort to improve services
or jointly resolve management concerns. 

A management team and structure need to exist
during implementation of IT outsourcing contracts.
One common problem with IT outsourcing projects
is the lack of management support in dealing with
ongoing problems. The outsourcing arrangement
needs constant management and input of resources.
A management team needs to be in place to keep

the implementation consistent with the contract
and to make sure the objectives are in line with the
strategic goals of the organization. A stable man-
agement structure will help resolve any related
technical and management concerns.

The deliverables in this phase are the performance
review report and project plans for constant service
improvement. A performance review should be done
periodically with assessment of performance to see
if a vendor is meeting service requirements. Project
plans for service improvement include a service
needs assessment project, methods to address ser-
vice problems, and detailed steps to solve a service
problem.

Phase 5: Best Practices

• Take a collaborative approach. A management
system based on the principles of open com-
munication and collaboration helps identify ser-
vice needs and improve service quality.

• Collect and monitor performance information. A
performance matrix needs to be in place, and
the performance data should be communicated
to the agency on a regular basis. 

• Be adaptive to change. New service needs are
likely to arise. Based on the collaborative model,
public agencies and vendors can work together
to turn change into an opportunity for service
improvement.
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Recommendations

IT outsourcing can be rewarding if properly man-
aged. Recently, we have witnessed the growth of
technology use in government for the delivery of
information and services as well as for national
security. IT outsourcing is emerging as a way of
meeting the demand for the quick deployment of
advanced technology. Access to skilled personnel,
advanced technology infrastructure, flexibility, and
cost savings are all driving forces for outsourcing.
However, public managers face challenges when
trying to fully realize the potential of IT outsourc-
ing. Loss of control, instability of vendors, and
complexity in managing an outsourcing contract
are some of the barriers often cited. 

The process model offered in this report gives 
public managers a framework for the informed
management of IT outsourcing. This framework is
designed to maximize the benefits while minimiz-
ing the risks involved, which can be accomplished
by following both the general and phase-specific
recommendations. General recommendations 
offer generic guidelines for the successful manage-
ment of an IT outsourcing project from its very
beginning. Phase-specific suggestions offer more
in-depth guidelines for maximizing benefits. 

Recommendation 1. Shift Focus 
to Service and Relationship
Management
Public managers need to engage in a major shift of
perspective to realize the full potential of an IT out-
sourcing project. Information technology needs to
be treated as a service. As a result, public managers

need to develop a performance matrix to measure
and monitor service quality and take appropriate
actions when service quality is in question.
Moreover, the outsourcing arrangement should be
treated and planned as a partnership. Partnerships
with industry leaders are the best way to stay cur-
rent with service and technological changes. To
make a partnership work, public managers need
to focus on relationship management throughout 
the entire process. 

Recommendation 2. Provide and
Sustain Resource Input
Service and relationship management will not work
without proper resource input. One of the critical
success factors for an IT outsourcing project is top
management support. This support is necessary to
provide needed resources. A main problem associ-
ated with IT outsourcing projects is the lack of
proper and sustained resource input. Every single
phase of the IT outsourcing process requires a sig-
nificant amount of resource input to do quality
work. As early as the planning phase, the agency
needs to devote time and resources to identify a
project with a good strategic fit for the agency. The
resource input needs to be sustained through the
contracting and transition phases. The resources
involved in the transition may account for a signifi-
cant amount of the total resource input due to its
labor-intensive nature. At the management phase, 
a dedicated performance management team is still
needed. The resource input cannot stop right after
the transition is complete. 
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Recommendation 3. Develop and
Upgrade Contract and Service
Management Capacity
Contract and service management capacity is 
critical for the success of IT outsourcing projects.
The service contract governs the relationship
between the agency and its vendors. A poorly 
written contract is a recipe for disaster. The
contract and service management team should
be keenly aware of regulations and policies sur-
rounding the IT project. Currently, competitive 
bidding, information assurance, performance
measurement, and cost accounting are the main
issues with which this team should be familiar.
In addition, this team should be able to craft a
service-level contract with provisions for bench-
marking, technological change, penalty for poor
service, and termination. Most of the service man-
agement concerns should be addressed when 
a service contract is negotiated.

Project management is another critical aspect of
this management capacity, which ensures IT ser-
vices are responsive to agency needs. The contract
and service management team needs to upgrade 
its capacity to cope with new development. For
example, the team needs to learn about the infor-
mation assurance products and requirements under
development to address issues in the contract under
negotiation or refine performance measures in the
existing service contracts. 

Recommendation 4. Maintain and
Foster Frequent and Quality
Communication
Frequent communication of technical and manage-
ment issues is usually overlooked by agencies.
However, this is critical for partnership and service
management. Communication needs to be carried
out on a regular basis. Daily or weekly reports
of service status based on a pre-set performance
matrix should be available to the agency. Weekly
or monthly meetings should be institutionalized for
addressing both immediate concerns and long-term
planning. Moreover, when there is a major change
in service needs or technology, agencies and their
vendors should follow an established protocol to
address it. The quality of communication also mat-

ters. The level of organizational involvement and
the inclusion of relevant information are two main
aspects. Communication should be done not only
between low-level but also high-level managers
when a major shift of focus is introduced. Service
performance information should be kept in a central
depository and decision-support modules should
be in place for informed decision making.
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e-mail: endowment@businessofgovernment.org
website: www.businessofgovernment.org

About IBM Business Consulting Services
With more than 60,000 consultants and professional staff in more than 160 countries globally, IBM Business
Consulting Services is the world’s largest consulting services organization. IBM Business Consulting Services
provides clients with business process and industry expertise, a deep understanding of technology solutions
that address specific industry issues, and the ability to design, build and run those solutions in a way that 
delivers bottom-line business value.
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