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FOREWORD

On behalf of the IBM Center for The Business of Government, we are pleased
to present this special report, Integrating and Analyzing Data Across
Governments—the Key to 21st Century Security, by Douglas Lute (LTG, Ret.),
Senior Fellow with the Harvard University Belfer Center for Science and
International Affairs and former U.S. Ambassador to NATO, and Francis Taylor
(BG, Ret.), Executive Fellow with the Notre Dame Keough School of Global
Affairs and former Undersecretary for Intelligence and Analysis with the U.S.
Department of Homeland Security.

This report focuses on data gathering, analysis, and dissemination challenges and opportunities across the
homeland security enterprise, looking especially at how improved information sharing could enhance threat
prediction and prevention in a transatlantic context. The authors address how stakeholders in the U.S. and
Europe can increase the understanding of effective ways to leverage channels involving technology, human
capital, organizations, and private sector coordination that meet strategic, mission, and operational needs.
The report highlights opportunities for governments to leverage data integration and analytics to support bet-
ter decision making around cyber and homeland security.

The authors draw primarily on findings from two roundtable discussions with current and former government
leaders and stakeholders. The first meeting, held in Washington, D.C. in October 2017, focused on how the
U.S. Department of Homeland Security (DHS) information sharing enterprise can have the greatest impact
and interaction with partners. The second meeting, held at the U.S. Mission to the European Union (EU) in
Brussels in March 2018, focused on how the European Union and other European organizations and mem-
ber states can work with U.S. agencies to enhance outcomes from improved information sharing.

Given the imperative for transatlantic and cross-sector collaboration to understand and respond to an increas-
ingly complex set of threats facing governments, we hope that this report provides timely insights for public
sector leaders and stakeholders.
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INTRODUCTION

The IBM Center for The Business of Government recently hosted
two roundtable discussions with current and former government
leaders and stakeholders, focused on integrating and analyzing
data within and across governments on both sides of the Atlantic
to improve threat prediction and prevention.

The first meeting, in October 2017, addressed how the U.S. Department of Homeland Security
(DHS) information sharing enterprise can have the greatest impact and interaction with part-
ners. The second meeting, in March 2018, addressed how the European Union (EU) and other
European organizations and member states can work with DHS, the Department of State, and
other U.S. agencies, to best enable a trusted environment for sharing information. These ses-
sions were conducted under non-attribution, Chatham House rules; see Appendix for a list of
Roundtable participants.

AN

Two major themes from these robust discussions were identified. The first revolved around
data requirements, gathering, analysis, and dissemination challenges across the homeland
security enterprise. The second theme identified how addressing these challenges will help
DHS, the EU, and related stakeholders understand common operational needs and strengthen
transatlantic information sharing and collaboration, especially in light of EU protections for pri-
vacy and data security. Other topics included how best to assist DHS and other stakeholders in
using information to achieve strategic and mission outcomes, the expertise within government
needed to develop and maintain solutions, and external linkages needed to ensure successful
implementation.

U.S. and EU organizations can learn from each other’s experiences. Both discussions found
that solutions were not predominantly technology-focused, but rooted in human-based institu-
tions along with deficits in trust. Specifically, mutual learning can advance in several areas,
including:

* Fostering cross-domain or cross-function approaches to government data—U.S. agencies
are developing policies, processes, and technology to resolve these issues, and the U.S.
government has made data strategy a new cross-agency priority goal.
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Analytics through a rules-based approach, instead of binary calculation. DHS has made
progress in this arena.

Industry partnerships. For example, the U.S. government has developed numerous
public-private partnerships to address cyber information sharing.

Information sharing across multilateral collaboratives, like the Schengen Area, which is
the integrating factor across Europe. Schengen is a region of 26 European countries that
do not require a passport or other controls to cross their borders.

The process of developing and implementing the General Data Protection Regulation
(GDPR) legislation and similar policies, which have enabled the EU to promote a much
more robust debate about the relationship between government and citizens involving data
protection.

This report addresses key challenges and opportunities raised by participants in the two
roundtables. The report is divided into four sections, each of which identifies experiences and
options to foster more effective information sharing across borders:

Trust in Data: A Human Challenge for Both the U.S. and EU
How Analytics Can Improve Information Sharing
Bureaucratic Considerations

The Role of Private Sector Partners

The report concludes with a review of key lessons to be shared among nations and stakehold-
ers regarding how best to move forward in this critical area of governance.
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Sharing data more effectively across governments and organizations is a key to effective
democracy. However, this can only happen in a climate of trust among governments and with
companies and citizens. Building citizen trust in and across agencies is imperative. Citizens
may not realize that sharing information improves the government’s ability to prevent attacks.
Agencies can promote citizen confidence by implementing data access rights, ensuring trans-
parency, and demonstrating and communicating the benefits of data sharing that respects pri-
vacy and security rules in terms of reduced burden and cost. For example, trust might be built
by government’s communicating effectiveness in sharing less sensitive data to promote effi-
ciency and convenience for the provider, such as sharing driver’s license data across states
before attempting to share health data. By using data responsibly, and communicating that use
to citizens, industry, and government partners, agencies can build trust in data handling and
support for data sharing.

Two key factors emerge in building trust in data across governments and with data providers:
security that demonstrates data will be shared based on known parameters, limited as agreed
by providers of the information, and controlled based on good technical practice; and integrity
that demonstrates data will not be compromised, manipulated or altered. At the same time,
deficits in trust about data integrity often exist between providers and end-users. Both govern-
ment and commercial organizations work with multiple information sharing networks, some of
which lie dormant, or are underutilized due to a lack of trusted relationships with intended
end-users. Successful sharing relationships typically allow a degree of ownership by end-user
coalitions such that information by agency leaders is shared “top down,” and by practitioners
is shared “bottom up.”

Moreover, inadequate data sharing and trust present a national security concern for the U.S.
and EU member states. Individuals about whom derogatory data exists but who are not
actively monitored can execute attacks. If countries can aggregate, share, and analyze data
collected in real time, and transmit that data to those who need it, the threat picture would
become much clearer and allow for earlier, decisive action.

The U.S. and EU must collaborate to incentivize collective action that builds trust, both
domestically and across borders. A human challenge exists with information sharing and data
integration for national and international security concerns. This human challenge impacts
institutional trust among information owners. Various examples of progress can provide a path
forward toward enhanced trust.

Case Studies in the U.S. and EU

The U.S. faces institutional trust issues among different levels of government. Federal, state,
and local agencies have a myriad of perspectives about the process for information sharing.
Against this backdrop, DHS has made great strides in scaling collaboration.

The Homeland Security Information Network (HSIN) was created as an extension of the Joint
Regional Information Exchange System (JRIES), first piloted in 2002. In 2003, JRIES was
renamed as HSIN and transferred from the Defense Intelligence Agency (DIA) to DHS.! HSIN is
the trusted network for homeland security mission operations to share sensitive but unclassi-
fied information.? Federal, state, local, territorial, tribal, international, and private sector home-
land security partners use HSIN to manage operations, analyze data, send alerts and notices,
and generally share information they need to do their jobs. Today, HSIN has approximately
100,000 users that cross federal, state, local, and tribal networks.

1. https://www.oig.dhs.gov/assets/Mgmt/OIG_06-38 Jun06.pdf
2. https://www.dhs.gov/what-hsin


https://www.oig.dhs.gov/assets/Mgmt/OIG_06-38_Jun06.pdf
https://www.dhs.gov/what-hsin

A high-profile case when HSIN successfully shared information across networks involved the
Boston Marathon Bombing in 2013. After that tragic event, HSIN shared information that
enabled analysis of multiple inquiries from the Boston area to assess conditions on the ground
and determine if the incident extended beyond Boston.

At the same time, DHS faces a current HSIN challenge of scaling human collaboration. HSIN
is an automated experience, and does not in and of itself support high-level face-to-face inter-
actions that result in building trust. A variety of approaches may add this interpersonal ele-
ment. Virtual collaborations, conferences, training, and other face-to-face meetings can play
an important part in human interactions and networks. As people move to different organiza-
tions and new roles, creating a network of intelligence professionals through face-to-face meet-
ings can improve and maintain trust among partners on HSIN.

HSIN, along with the National Information Exchange Model (NIEM), is a model for how com-
mon standards for data sharing allow public and private enterprises to operate under similar
understandings, which is important to ensuring that stakeholder groups trust one another. This
can promote data integration and bridge cultural divides across borders.

The EU faces similar successes and challenges with information sharing. The EU created
Europol (the European Agency for Law Enforcement Cooperation)3 in 1998 to coordinate law
enforcement actions, which connected stakeholders from many EU member states. Europol’s
decentralized information sharing system is voluntary for EU member states. In 2015, the
Europol information sharing system had 1.5 million hits, and a year later the system had 2
million hits. As the system shows value, user networks grow rapidly as they derive value from
the data.

The EU also uses the Secure Information Exchange Network Application (SIENA),* an
encrypted tool hosted by Europol that allows for biometric data and the dissemination of infor-
mation across the EU. SIENA provides 24/7 communication among agencies. But while auto-
mation allows agencies to operate with less human interaction, the human element still exists.
People from different agencies still need to be in direct contact to organize meetings, work
with the system to code data sharing routines, troubleshoot system issues, configure the sys-
tem to automate the appropriate tasks, and continuously gain user feedback to make improve-
ments to the application.

Apart from the successes of HSIN and Europol’s information sharing system, more work
remains to measure success in information sharing and build institutional trust among levels
of government in the U.S. and the EU. Efforts to increase collaboration, promote collaborative
innovation regarding intelligence and response, and increase transparency of information lead
to more trust. A system to ensure the chain of data custody and help organizations comply
with important policies will lead citizens to be more comfortable sharing their data.

By leveraging relationships, agencies can improve value and confidence in information sharing
while not duplicating work. One model would involve allowing the information creator to main-
tain control, while enabling information to be disseminated among the community—perhaps
through a standard query system that helps identify common data stores. Technologies such
as blockchain could potentially add value to the information sharing network; blockchain

could add an additional layer of security and transparency to data flows that cannot be
altered.

3. https://www.Europol.europa.eu
4.  https://www.Europol.europa.eu/activities-services/services-support/information-exchange/secure-information-exchange-network-
application-siena
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Augmenting Human Capabilities with Technology and Measuring Success
When measuring success, DHS faces issues with systemic sharing across small communities.
The challenge lies with connecting some 800 communities as part of a secure information
sharing network, and increasing the impact of community-to-community sharing. Interoperable
and infrastructure platforms that leverage cloud computing in a secure manner will provide a
foundation for rapid sharing and analytics. Such connectivity can enhance trust.

Technology can support improved sharing of information. A few examples show how technol-
ogy augments human capabilities to analyze data in a quicker and more efficient way. The
U.S. Customs and Border Protection (CBP) created the National Targeting Center® after 9/11.
Analysts looked at the available data and identified risks of goods coming into the country.
This brought together staff from the U.S. Postal Service, the Food and Drug Administration,
and other relevant partner agencies. Each organization added data about certain carriers into
the targeting center, which enabled risk scoring about countries importing goods into the U.S.
This risk score substantially helped CBP decide if they needed to act on information, which
made their response more efficient. In addition, the National Targeting Center has evolved to
include analysis of information on threats posted by travelers to the U.S.

Source: Department of Homeland Security. National Targeting Center.

N

Current human queries can be made more efficient if augmented by an automated information
sharing system. Fusion cells are an example of where technology can enhance the human ele-
ment for information sharing effectiveness and connect stovepipes across government. For
example, the U.S. Department of Defense’s (DoD) Joint Operations Center® faced the urgent
problem to defeat Al Qaeda in Irag. An interagency fusion cell was created and key agencies
were co-located to share information and strategize. Over time, this human connection broke
through what had been stovepiped information channels. Proximity is key and co-locating peo-
ple to simply talk to one another in person is a critical step in advancing information sharing
across agencies. Fusion cells can connect the right people with the right clearances and pro-
vide access to key data, while technology can facilitate sharing at speed and scale.

Programs like this can foster the development of a new culture to increase trust and informa-
tion sharing. The new culture should incentivize data sharing through performance metrics,

5. https://www.cbp.gov/frontline/cbp-national-targeting-center
6.  https://www.army.mil/article/180736/combined_joint_operations_center_baghdad_brings_coalition_together for_operation_inher-
ent_resolve

11
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standards, and mutual knowledge to break cultural divides. That said, the “human element”
might be harder to crack as operators become concerned that automation will change their job
and processes. Some operational line staff believe that automation will put them out of work.
They fear that automation will focus performance evaluation on metrics that emphasize quan-
tity and speed over quality of analysis. However, automation can streamline workloads and
allow operators to focus on mission achievement. To cross this bridge, government could start
to facilitate culture change by proposing new performance metrics that have a positive effect
on employees leveraging automated data sharing methods. Through automation, operators can
capitalize on better and more mission focused outcomes from their analysis, to focus on what
they do best. Automation also allows more data to be shared at speed and scale with partner
organizations.

To leverage the promise of automation, agencies need to close a digital knowledge gap among
policy makers, analysts, and data owners. More individuals should increase what one roundta-
ble participant called their “digital IQ"—the skills to use emerging technologies, such as artifi-
cial intelligence (Al), and understand the foundations of data sharing and interoperability. A
strong digital 1Q can help government capacity keep pace with commercial innovation. IT
training can enhance that understanding. For instance, proper training can ensure that individ-
uals fully utilize technology across the global security community. Likewise, policy makers can
better understand technology’s positive impact on information sharing. In both instances,
agencies can make a stronger business case to fund modernized IT systems. In addition, pol-
icy makers can help citizens use technology responsibly, while ensuring that data exchange
will benefit citizens through increased global security.

12
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Lack of interoperability and data integrity across existing information sharing platforms, and
the largely disconnected and decentralized nature of data across governments, negatively
affect the ability to assess trends and conduct deep, real-time, and predictive analysis. Data
integrity is a dependency for sharing. Building analytics programs based on automated and
auditable review of and appropriate responses to anomalies will promote integrity.

Leveraging new analytics technologies, including Al and blockchain platforms, can promote
data integrity and interoperability that complies with appropriate standards while also improv-
ing the speed to turn raw data into actionable intelligence. The U.S. and EU share similar
desires to advance their ability in sharing, analyzing, and responding to data in the national
security space. There is a need for an effective, collaborative solution. Analytics can improve
threat information sharing and collaboration across the U.S. and EU.

Governments can leverage analytics to translate data for wider audiences who assess informa-
tion, create business intelligence, integrate results with additional data sources, and use rapid
and secure information channels to send actionable information back out to front-line opera-
tors. Analytics technologies can replace large volumes of basic queries with data-driven infor-
mation sharing systems, allowing authorities to collaborate and engage in higher order
analysis and interpretation. But while Al and other emerging analytics technologies have a
future in government and law enforcement, successful implementation relies on confidence in
the security and accuracy of such technologies. HSIN offers a model for the value of such con-
fidence. For technology to enable effective threat information sharing and collaboration across
the U.S. and EU, governments must work together in protecting national interests given global
threat vectors.

Innovations like new “5G” wireless systems, the Internet of Things (IOT), advanced encryption,
and quantum computing make strict privacy protections essential. However, data security and
privacy solutions, such as anonymization of data and secure identity management, can require
significant resources and mature data protection systems. Since privacy and security are non-
negotiable when dealing with sensitive information, especially with the full implementation of
the General Data Protection Regulation (GDPR)” and the Directive on Security of Network and
Information Systems,® the U.S. and EU face a choice. Governments can limit information
sharing and collaboration to reduce privacy and security risks, or invest in technology that
builds protective protocols into the sharing process. Leveraging Al and machine learning can
ensure appropriate and secure access to databases by analysts working across systems and
around the world.

7. https://www.eugdpr.org
8.  https://ec.europa.eu/digital-single-market/en/network-and-information-security-nis-directive

14
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Bureaucratic and structural challenges affect the management and development of the infor-
mation sharing enterprise. Recent EU policies call for greater transparency and centralization
of information, alongside the context of recent responses to terrorist incidents. Former DHS
leaders have observed that the agency has all the information needed to carry out the home-
land security mission, but that DHS components have not prioritized sharing sufficiently. The
establishment of a National Intelligence Manager (NIM) for the Western Hemisphere and the
homeland is a step to build on. In addition, in an effort to further harmonize and effectively
share data, DHS established a National Vetting Center (NVC). The NVC will not have any
additional collection authorities; however, it will focus on further sharing and synthesizing
already collected material within the U.S. government.

Overcoming bureaucratic hurdles should not wait for a crisis. Governments should evaluate
lessons learned from past events and take a longer view of how best to organize for effective
sharing. In the past, it has taken national catastrophes to deliver top-down change for the
U.S. This occurred with the change in DoD that emerged after the Vietnam War from a top-
down act of Congress: the Goldwater-Nichols Act of 1986° reworked the command structure
of the US military. This statute streamlined communication channels after the issues that con-
tributed to the failure of the Iranian hostage rescue mission in 1980. Goldwater-Nichols reor-
ganized DoD to account for the failures in Vietnam, including the stovepiping of the war effort
among the four military services. It also created the separate, joint Special Operations
Command to bring together specialists from across the services and promote unity after the
hostage mission. Similarly, after the attacks on 9/11, organizational change included the cre-
ation of DHS and the Directorate of National Intelligence (DNI) to integrate fragmented ele-
ments of our national security structure. The U.S. Congress could similarly reevaluate their
oversight of DHS given the myriad of committees and subcommittees with jurisdiction over the
agency, the streamlining of which would further promote organizational agility and efficient
use of resources by DHS in executing its mission.

Longer-term change can also result from bottom-up conversations among practitioners—both
approaches can be integrated for effective reform. Governments should learn from these kinds
of examples to promote bureaucratic effectiveness and to mitigate the disruptive changes that
may result from an inadequate response to future national catastrophes due to bureaucratic
challenges.

Cross-government memoranda of understandings (MOUs) can drive collective action for infor-
mation sharing. For example, an initiative in Europe involving interagency collaboration has
been introduced through a new system—the European Travel Information and Authorization
System (ETIAS)'°>—enabling searchable sharing across multiple organizations, connecting
existing databases, and supporting future related efforts. These organizations are currently col-
laborating on a border management database, which aims to provide authorization to travel to
the EU for visa-exempt third-country nationals, and to prevent possible threats from entering
the EU member states. Three organizational platforms are involved that will increase collective
action:

e eu-LISA, the EU agency for the operational management of large-scale IT systems, will
build a secure threat data platform and watch list;

* Frontex, the EU Border and Coast Guard Agency, will manage the ETIAS Central Unit and
will be responsible for data quality assurance, definition, and implementation of risk indica-
tors within the screening rules, as well as verifying travel authorization applications in
cases of a hit obtained during the automated processing; and

. https://en.wikipedia.org/wiki/Goldwater%E2%80%93Nichols_Act
10. https://www.schengenvisainfo.com/etias/
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e Europol will manage the shared watch list, including updates via checking with INTERPOL
databases in parallel.

Standardizing Rules and Translating Data into Action

When addressing inefficiencies, and trying to fix them in government, the natural tendency is
to create one-off processes that inherently increase bureaucracy rather than fixing underlying
inefficiencies. This trend happens time and again in the public sector. The EU faces the addi-
tional challenge of a lack of common data sharing agreements among member states.
Navigating this complex terrain calls for simplifying the information sharing landscape, not
more bureaucratic structure.

Technology can enable governments to standardize rules among layers of bureaucracy. Across
U.S. defense and intelligence agencies, for example, different offices have different rules for
collecting and storing information. Through rules-based automation, agencies can pull data in
a manner that complies with appropriate processes and makes information sharing faster
within law and policy constraints. In addition, support for information sharing among agencies
may emerge more naturally if framed as a way to deliver agency services securely. This would
value information sharing goals based on how digital government can benefit citizens—rather
than solely framed through a security lens that can drive a “need to protect” over a “need to
share” approach.

In both the U.S. and EU, strong executive sponsorship for sharing has helped to translate data
to action in a way that enables rapid response even when confronting bureaucratic challenges.
Leaders can ensure that their teams have permission to collaborate quickly and effectively
despite organizational hurdles, based on a set of agreed-upon guiding principles that help
operators collaborate and move forward.

Upgrading Skills

Leaders need proper knowledge and skills to effectively champion change—this includes
judges, policy makers, and procurement officials. With regard to judges, many decisions about
the adequacy and propriety of information sharing are made in the courts, where choices rely
on current knowledge and past case experience—which is inherently retrospective. Looking
retrospectively when dealing with national and global security may limit information sharing
instead of drawing on new innovations to enable decisions at speed. Expanding digital literacy
among policy makers is critically needed to address this gap.

More broadly, education on modern technology needs to be spread through non-technical
stakeholder organizations, specifically across legal, technology, and intelligence realms, to
guard against what one EU stakeholder refers to as the “analog hangover effect.” Leaders
need a broad, high-level understanding of how technology can help solve challenges, which
would enable collaborative conversation, participation, and action across organizations.
Consistent knowledge and skills within law, technology, and intelligence sectors will improve
the transparency of communication and prepare leaders to come to the table in a way that
points to a collective vision for change. Leaders from multiple stakeholder organizations must
be informed on the challenges and possible solutions to make informed decisions.

In addition, the U.S. faces a specific challenge from the over-classification of threat informa-
tion—a large bureaucratic process and resource investment drives the classification of infor-
mation. Over-classification of threat information and intelligence constrains information access
and sharing capabilities, and courts can also place constraints on information that inhibit effi-
cient information sharing. At the same time, classified information can appear on open source
or commercial threat feeds. Policies that promote security declassification based on minimal

17
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risk levels can help reduce bureaucratic steps and increase sharing at speed. For example,
why classify an IP address absent a specific need? And where such need exists, standard
operational procedures can be established to create a norm for the release of unclassified ver-
sions of data that can be shared. Through effective communication to stakeholders, leaders
need to explain why information is classified—and what information should be shared under
what processes. Adversaries move at full speed without these constraints. The U.S. and EU
can protect information while also identifying approaches to move ahead in sharing
information.

18
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Challenges within government create a need for external stimuli to promote a path toward
improvement. Industry partners can demonstrate how private sector data integrity and sharing
standards would facilitate much needed reforms. Public-private partnerships can drive new
forms of digital data governance, and multinational corporations can help promote standards
for transatlantic consistency for information sharing, security and privacy, and data integrity.

An overwhelming abundance of open-source data is generated and analyzed in private data
networks. Specifically, in areas such as cybersecurity and critical infrastructure protection, the
private sector often has more accurate and timely information and shares this more effectively
than government. The increased importance of open-source data—especially social media-
based data—relative to classified data can promote data sharing by avoiding the challenges of
over-classification and the constraints limiting data to officials with security clearances.
Sharing open-source data still has to address the other challenges of data security and data
integrity, but it can avoid the challenges of classification.

For example, in addressing threats from potentially harmful air travelers, collaborating with the
private sector proved to be more effective than if government had approached the situation on
its own. A U.S. law passed after 9/11 requires airlines operating flights to, from, or through
the United States to provide DHS’' Customs and Border Protection (CBP) with certain passen-
ger reservation data. This assists CBP in securing U.S. borders and facilitating safe and effi-
cient international travel, made possible because private airlines collaborate with CBP.
Government agencies in other programs could benefit from access to private sector data as
they can gather threat data and develop rapid responses and long-term resiliency strategies.

EU collaboration and data sharing across sectors is not facilitated by legislation that drives
collective action. In this context, the most effective solution involves governments working
together with companies, rather than mandates that compel rigid structures. An effective
model may exist in CBP’s “Trade Days,” in which the head of the agency collaborates with pri-
vate sector partners to gain diverse perspectives on how to improve current processes. For this
voluntary exchange to have mutual value, agencies must think about how collaboration can
benefit companies as well, incentivizing their participation. There is strong evidence to support
the value of public-private partnerships for sharing and securing data, but those partnerships
are not guaranteed unless legislation or incentives actively facilitate relationships.

Finally, government must establish processes for efficient data sharing while respecting impor-
tant civil rights, civil liberties, and privacy protections, in a manner consistent with GDPR and
other privacy and data protection laws and policies. As technology enables the faster exchange
of personal information by government and industry, all parties need to continue to develop
proper protocols that promote public-private partnerships targeting bad actors while protecting
individually identifiable data. Such partnerships are key for new forms of digital data gover-
nance. For example, the DHS Customs Trade Partnership Against Terrorism (CTPAT) is a vol-
untary public-private partnership program, which recognizes that government can provide the
highest cargo security only through close cooperation with commercial stakeholders of the
international supply chain. Participation in CTPAT helps the government and improves the bot-
tom line, making it a win-win for both sides.

Governments can benefit extensively by learning from private sector best practices and policies
to ensure data is shared securely, efficiently, and effectively.
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CONCLUSION
Lessons to be Shared in Building Trust

The U.S. and EU can learn from each other’s experiences to progress in secure information
sharing, which reside on a foundation of mutual trust.

The EU faces a migration crisis and terrorist attacks cross Europe. These translate into top-
down actions to progress in a faster way. Currently, the EU is working on creating a single
European entry portal, implemented in May 2018 and available to all 28 member states and
partners. Europol is also looking to set up a watch list. Integrating across these and similar
initiatives will require expanded attention to the information sharing experience.

The U.S. and EU face similar challenges with interoperability and trust. DHS has been work-
ing with the EU on interoperability; the EU has taught DHS about the “once-only” policy,
under which citizens must give information to government once, and then the government
uses the information in a transparent manner. The EU has also made progress on information
sharing between countries. Governments in this context must be specific about the content to
be shared, its handling, and its acceptable use. Answering these basic questions can help
resolve some challenges faced by the U.S., where agencies may try to solve the hardest prob-
lem in sharing and never develop a process that gets to basic “what, when, and who” details.

Ultimately, trust underpins any information sharing. Given the complex environment in which
the U.S. and EU operate, building trust must be dynamically negotiated and not a “binary”
condition. Trust is built by the successful exchange of information for a specific purpose,
which requires specific content for an agreed upon time period. This concept has informed
coalition warfighting, in which a joint command and control structure requires mutual trust in
shared databases and control paths. Another model to learn from comes from successful sup-
ply chains, which require pre-negotiated sharing of control and data across enterprises.
Thousands of partners share information, each for a specific purpose and time, and swap in
and out frequently in a search for the best value and cheapest supplier. Finally, agency liaison
officers can build trust through personal contact across data sharing boundaries.

The U.S. and EU can work together to combat these challenges in improving the information
sharing enterprise across borders, making the world safer for all citizens.
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